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Introduction 

Brief description (purpose and overview) 

The objective of this lab is for students to gain first-hand experiences on various ARP cache 

poisoning attacks and learn how it can be leveraged to launch MITM attacks. 

Learning Objectives 

After finishing this lab, students shall be able to: 

1. Understand and build various ARP cache poisoning attacks 

2. Use ifconfig, arp, telnet, Netcat, ping commands fluently 

3. Utilize Wireshark to capture different packets 

4. Understand MITM attacks and launch it using ARP cache poisoning attacks 

Prerequisite knowledge 

● The ARP protocol 

● The ARP cache poisoning attacks 

● MITM attack 

● Scapy programming 

Lab Preparation 

In this lab, we need three machines, an attacker machine (Host M), which is used to launch 

attacks against the other two machines, Host A and Host B. These three machines must be on 

the same LAN, because the ARP cache poisoning attack is limited to LAN. We use containers 

to set up the lab environment as depicted in the following figure. 

 

1. In the SEED Lab VM, open the Firefox browser and follow the below link to go to 

ARP Cache Poisoning Attack Lab. Download the Labsetup.zip file (not the Labsetup- 

arm.zip): https://seedsecuritylabs.org/Labs_20.04/Networking/ARP_Attack/ 

https://seedsecuritylabs.org/Labs_20.04/Networking/ARP_Attack/
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2. Locate the file you downloaded in Step 1 (By default, it is stored in your Downloads 

folder.), and create a new folder called Lab2 on your Desktop. Move that 

Labsetup.zip file into Lab2 folder and unzip it using the command: 

 

 

 
 

3. Browse the Labsetup folder, and check what files/folders are stored there. 
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4. Build the container image by running dcbuild and start the containers by running 

dcup & 

 

 

5. To run commands on a container, we often need to get a shell on that container (i.e., 

connect to the container). Run docker ps to find out the ID of each container. 

 
6. Open three new terminals, and run docksh <id> on each terminal using a different id 

(obtained in Step 5) to connect to each container. Keep all the terminals open. There 

should be four in total, with one for Seed VM and the other three for each container. 

 

 

 
7. On each container terminal, run ifconfig and then fill in the following table based on 

the outputs. If you forget which terminal is for which machine later, run ifconfig 

again and compare the IP with the table below, you will find out. 
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name IP MAC 

Host A 
inet 10.9.0.5 ether 02:42:0a:09:00:05 

Host B 
inet 10.9.0.6 ether 02:42:0a:09:00:06 

Host M 
inet 10.9.0.105 ether 02:42:0a:09:00:69 

 

Part 1: ARP Cache Poisoning Attack 

We have three machines (containers), A, B, and M. We use Container M as the attacker 

machine launching an ARP cache poisoning attack on Container A, causing Container A to add 

a fake entry to its ARP cache, i.e., Container B’s IP address mapped to Container M’s MAC 

address. When Containers A and B communicate with each other, their packets will be 

intercepted and/or manipulated by the attacker machine M, thus leading to the Man-In-The- 

Middle (MITM) attack between Container A and Container B. 

 

Below we will learn how to construct and send an ARP packet using Scapy 

(https://github.com/secdev/scapy). Note: The commands below are not required in the 

submission, but it is important that you try them on your own and understand their meanings. 

 

1. Start python3 and import Scapy. 

 

 

 
 

2. Use ls(ARP) and ls(Ether) to see the attribute names of the ARP and Ether classes. 
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3. The following code skeleton shows how to construct and send an ARP packet 

using Scapy. 

 

#!/usr/bin/env 

python3 from 

scapy.all import * E 

= Ether() 

A = ARP() 

A.op = 1 # 1 for ARP request; 2 for ARP 

reply pkt = E/A 

sendp(pkt) 

 

#!/usr/bin/env python3  

from scapy.all import *  

E = Ether()  

A = ARP()  

A.op = 1 # 1 for ARP request; 2 for ARP reply  

pkt = E/A  

sendp(pkt) 

 

You can set the necessary attribute names/values to define your own ARP packet. 

For instance, we set op of ARP as 1 by using A.op = 1. If a field is not set, a default 

value will be used (see the third column of the output). If you want to look at the ARP 

cache associated with a specific interface, you can use the -i option. 

 

Take a screenshot of each step below showing your running the command and the output 

of the command. 

 

Task 1.A (using ARP request) 

 

On Container M, we want to construct an ARP request packet that maps Container B’s IP 

address to Container M’s MAC address, and then send the packet to Container A to poison its 

cache. 

 

1. Before we launch this attack, run the command below on the terminal of 

Container A to check its ARP cache. 

 

 
2. Download the given code.zip and decompress it in your Seed VM. Copy all the 

code to the volumes folder. 
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3. Open t1a.py and fill in the missing fields by looking up the tables in Step 7 of 

Lab preparation. Save the changes. 

 

 
 

4. Open Wireshark, and choose the interface br-******* to monitor the gateways 

of three containers. 

 
 

5. Start packet capture on Wireshark. 
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6. On the terminal of Container M, go to volumes folder and check if t1a.py is 

there. Run the script to send the ARP datagram to Container A. 

 

 

 

7. From Wireshark, enter arp in the display-filter-specification window and click 

 to apply the display filter. Stop packet capture, but keep Wireshark open (Do 

not close it). 

 

 

 

8. On the terminal of Container A, run the command below. 
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9. On the terminal of Container A, run the command below to clear that cache. 

Then you can run arp -n again to confirm the cached entry is removed. 

 
Questions: 

1. Looking at t1a.py file, how do you tell the source and destination of this packet? 

Identify the code that maps Container B’s IP address to Container M’s MAC 

address. 

 

 

You can tell it is an ARP reply by A.op = 2. In the previous task, A.op = 1 was for an ARP 

request, and here the operation code changes to 2, which corresponds to a reply. 

 

2. On Wireshark, locate the ARP request packet just sent by Container M and 

elaborate “Address Resolution Protocol (request)” in the Packet header detail 

window. Compare the ARP header info from the captured packet with those in 

t1a.py file. Explain the meaning of each field in ARP header. Identify how it 

maps Container B’s IP address to Container M’s MAC address. 

 

 
 

The ARP reply has the following key fields: 

 

Sender MAC: MAC address of Container M, 02:42:0a:09:00:69 

 

Sender IP: IP address of Container B (faked by the attacker), 10.9.0.6 

 

Target MAC: MAC address of Container A, 02:42:0a:09:00:05 

 

Target IP: IP address of Container A, 10.9.0.5. This ARP reply tells Container A that Container 

M (the attacker) 10.9.0.105, is the owner of Container B's IP address 10.9.0.6 
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3. Compare the results of Step 8 and Step 1. Explain if ARP cache poisoning attack 

is successful or not. 

 

By comparing the ARP cache (arp -n) of Container A before and after the attack, if Container 

B's IP is now associated with Container M's MAC, the ARP cache poisoning attack is 

successful. 

 

Task 1.B (using ARP reply) 

On Container M, we want to construct an ARP reply packet that maps Container B’s IP address 

to Container M’s MAC address, and then send the packet to Container A to poison its cache. 

 

Scenario 1: Container B’s IP is already in Container A’s cache. 

 

1. In order to make Container B's IP in A's cache, we first ping Container A 

from Container B. Run the command below on the terminal of Container B: 

 
 

2. Run arp -n on the terminal of Container A and record the output. 

 

 
 

3. On Seed VM, you want to create a new file named t1b.py under the volumes 

folder. Copy all the contents in t1a.py file to t1b.py and change A.op = 2 in 

t1b.py file. Save and close t1b.py file. 
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4. Repeat Steps 5 - 9 in Task 1.A with the only difference that t1a.py should be 

t1b.py now. 

 

 

 

 

 

 
 

Questions: 

1. Looking at t1b.py file, how do you tell it is ARP request or ARP reply? 

You can tell it is an ARP reply by A.op = 2. In the previous task, A.op = 1 was for an ARP 

request, and here the operation code changes to 2, which corresponds to a reply. 

 

2. On Wireshark, locate the ARP reply packet just sent by Container M and 

elaborate “Address Resolution Protocol (reply)” in the Packet header detail 

window. Describe what you observe by looking at those statements highlighted 

in yellow. 

 

The ARP reply has the following key fields: 

Sender MAC: MAC address of Container M 02:42:0a:09:00:69 

Sender IP: IP address of Container B (faked by the attacker) 10.9.0.6 

Target MAC: MAC address of Container A 02:42:0a:09:00:05 



13 
 

Target IP: IP address of Container A 10.9.0.5. This ARP reply tells Container A 10.9.0.5 that 

Container M (the attacker) 10.9.0.105 is the owner of Container B's IP address 10.9.0.6. 

3. How do you tell if this attack is successful or not? 

 

You can tell if the attack was successful by checking the ARP cache on Container A. If 

Container A now has an entry mapping Container B's IP to Container M’s MAC address, the 

attack worked. 

 

Scenario 2: Container B’s IP is not in Container A’s cache. 

 

1. We already removed the cache entry from Container A at the end of Scenario. 

Run arp -n on the terminal of Container A to confirm it is empty. 

 

 

2. Repeat Steps 5 - 9 in Task 1.A with the only difference that t1a.py should be 

t1b.py now. 

 

 

 

 

 

 

Questions: 

1. How do you tell if this attack is successful or not? 

You can tell if the attack was successful by checking the ARP cache on Container A. If 

Container A now has an entry mapping Container B's IP to Container M’s MAC address, the 

attack worked. 

 

2. What conclusion can you make? 

 

The attack was successful.
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Task 1.C (using gratuitous ARP). 

 

On Container M, we want to construct a gratuitous ARP packet that maps Container B’s IP 

address to Container M’s MAC address, and then send the packet to Container A to poison its 

cache. 

 

Scenario 1: Container B’s IP is already in Container A’s cache. 

 

1. In order to make Container B's IP in A's cache, we first ping Container A 

from Container B. Run the command below on the terminal of Container B: 

 
 

2. Run arp -n on the terminal of Container A and record the output. 

 

 

3. Open t1c.py and fill in the missing fields by looking up the tables in Step 7 of 

Lab preparation. Save the changes. 

 

4. Repeat Steps 5 - 9 in Task 1.A with the only difference that t1a.py should be 

t1c.py now. 
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Questions: 

1. What is gratuitous ARP? 

Gratuitous ARP is an ARP request or reply that is not a response to any ARP request. It’s 

typically used by a machine to announce or update its IP-to-MAC address mapping on the 

network without being prompted. 

 

2. Looking at t1c.py file, what is the difference between it and t1a.py? 

 

The key difference is that t1c.py sends a gratuitous ARP request or reply. Gratuitous ARP 

typically uses an ARP request where the source and destination IP are the same (to update all 

hosts), whereas t1a.py involves a regular ARP request targeting a specific machine. 

 

3. On Wireshark, locate the Broadcast packet just sent by Container M and elaborate 

“Address Resolution Protocol (request/ gratuitous ARP)” in the Packet header 

detail window. Identify how it maps Container B’s IP address to Container M’s 

MAC address. Describe what you observe by looking at those statements 

highlighted in yellow. 

 

This broadcast packet would show a request with: 

• Sender IP: Container B’s IP (though being spoofed by M). 



16 
 

• Sender MAC: Container M's MAC. This informs all hosts in the network that Container 

B’s IP is now supposedly associated with Container M's MAC address, effectively 

poisoning their ARP caches. 

 

4. How do you tell if this attack is successful or not? 

 

You check the ARP cache on Container A and possibly other containers on the network. If all 

hosts have an entry showing Container B's IP address is mapped to Container M’s MAC 

address, the attack was successful. 

 

Scenario 2: Container B’s IP is not in Container A’s cache. 

1. We already removed the cache entry from Container A at the end of Scenario. 

Run arp -n on the terminal of Container A to confirm it is empty. 

 

2. Repeat Steps 5 - 8 in Task 1.A with the only difference that t1a.py should be 

t1c.py now. 
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Questions: 

1. How do you tell if this attack is successful or not? 

You check the ARP cache on Container A and possibly other containers on the network. If all 

hosts have an entry showing Container B's IP address is mapped to Container M’s MAC 

address, the attack was successful. 

 

2. What conclusion can you make? 

 

The attack was not successful, however, there wasn’t any ACK, therefore, fake packets were 

sent. 

 

Part 2: MITM Attack on Telnet using ARP Cache Poisoning 

Machines A and B are communicating via Telnet. Container M wants to intercept their 

communication and manipulate the data transmitted between Machines A and B. The setup is 

depicted in the following figure. We have already created an account called seed inside 

container B, and the password is dees, so one can telnet into this account. 

 

Step 1: Launch the ARP cache poisoning attack 

 

Container M first conducts an ARP cache poisoning attack on both containers A and B, such 

that in container A’s ARP cache, container B’s IP address maps to container M’s MAC address, 

and in container B’s ARP cache, container A’s IP address also maps to container M’s MAC 

address. Afterward, packets transmitted between containers A and B will all be sent to container 

M. 

 

Below, we will use the ARP cache poisoning attack (request) similar to Task 1.A to achieve this 

goal. Figure out what commands you need to run for each step below and take a screenshot of 

each step. 

 

1. Before we launch this attack, make sure the ARP cache of Container A and 

Container B is empty. If not, delete any entry there. 
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2. On the terminal of Container M, run t21.py 

 
 

3. Check the ARP cache of Container A and Container B to see if the attack 

is successful or not. 

 

 
 

Step 2: Testing 

 

1. On the terminal of Container M, run the command below to turn off IP 

forwarding: sysctl net.ipv4.ip_forward=0 

 

 

2. On the terminal of Container A, run ping 10.9.0.6 -c 3 

 

 

 
 

3. On the terminal of Container B, run ping 10.9.0.5 -c 3 
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4. Check the ARP cache of Container A and Container B, and describe what 

you observe. 

 

 
 

5. Open t22pro.py, and fill in the missing fields by looking up the tables in Step 7 of 

Lab preparation. t22pro.py extends the code in t21.py by sending poisoning 

packets every 5 seconds. Run t22pro.py on the terminal of Container M. 
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6. Repeat Steps 3 - 5. Describe what you observe. 

 
 

Ping time takes longer with 100% packet loss. 

 

 
 

The ARP cache was hit and wasn’t missed like before. 

 

 
 

The ARP cache was hit as well, and wasn’t missed like before. 

 

Step 3: Turn on IP forwarding 

 

1. Now, on the terminal of Container M, run the command below to turn on IP 

forwarding, so it forwards the packets between Container A and Container B: 

sysctl net.ipv4.ip_forward=1 

 

 
 

2. Start packet capture on Wireshark. 

 
3. Run t22pro.py on the terminal of Container M. 
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4. On the terminal of Container A, run ping 10.9.0.6 -c 5 

 

 

 

5. On the terminal of Container B, run ping 10.9.0.5 -c 5 

 

 

 

6. In the above two ping commands, how many requests do we want to send? Based on 

the outputs, how many packets do Container A and Container B send? How many 

replies do they receive and from which machine? How many errors do they get? 

From which machine do they receive the Redirect Host? Do your own research to 

explain what ICMP redirect is. 

 

For each ping, we typically send 3 or 5 requests depending on the command used (ping -c 3 or 

ping -c 5). The number of replies received can be less if some packets are intercepted or lost 

during the ARP poisoning attack. Errors might occur if packets are dropped or redirected 

incorrectly. 
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ICMP Redirect is a type of message sent by routers to inform hosts that there is a better route 

available for a destination. This can occur during the MITM attack if the network setup causes 

routing issues. 

 

7. From Wireshark, enter icmp in the display-filter-specification window and click 

 to apply the display filter. Stop packet capture, but keep Wireshark open (Do 

not close it). Locate one of the ICMP Redirect packets captured. 

 

 
 

Step 4: Launch the MITM attack 

From the previous steps, we are able to redirect the packets between Container A and Container 

B to Container M. Now we want to manipulate the Telnet data transmitted between Container 

A and Container B. Assume that Container A runs the Telnet client and Container B runs the 

Telnet server (as shown in the Figure at the beginning of Part 2). After the Telnet client on 

Container A connects to the Telnet server on Container B, for every keystroke typed on 

Container A’s Telnet terminal, a TCP packet is generated and sent to Container B. Container 

M can stop forwarding such packets or manipulate such packets. 

 

A simple DoS attack. 

We first try a simple DoS attack that Container M stops forwarding the packets. 

 

1. Make sure IP forwarding is on for Container M, so it forwards the packets 

between Container A and Container B. On the terminal of Container M, run the 

command below: sysctl net.ipv4.ip_forward=1 

 

 

2. Run t22pro.py in the background on the terminal of Container M: 

python3 t22pro.py & 
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3. Start telnet connection from Container A to Container B. On the terminal of 

Container A, run the command below 

login: seed Password: dees 

 

 
 

4. On the Telnet terminal of Container A, run ifconfig. How do you tell if 

this terminal is connected to Container B? 

 
It container B IP address and MAC Adress. 
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5. Once the Telnet connection is established, turn off IP forwarding using the 

command on the terminal of Container M: sysctl net.ipv4.ip_forward=0 

 

6. Type any characters on the Telnet terminal of Container A. Record what you 

observe. 

Cannot be typed. 

 

7. Turn on IP forwarding using the following command on the terminal of Container 

M: sysctl net.ipv4.ip_forward=1 

 

8. Wait for a while and record what you observe on the Telnet terminal of 

Container A. 

 

9. Leave the telnet connection and t22pro.py running. 

 

 
 

Data manipulation 

Container M can intercept the Telnet packet from the Telnet client to the Telnet server and 

replace each typed character with a fixed character (say Z). This way, no matter what the user 

types on Container A, Telnet will always display Z on Container B. 

 

1. Make sure the telnet connection from Container A to Container B is live, and 
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Container M still runs t22pro.py. 

 

 
 

 

 

2. Turn off IP forwarding on the terminal of Container M: 

sysctl net.ipv4.ip_forward=0 

 

 
 

3. Run t24.py on the terminal of Container M. 

 

 
 

4. On the Telnet terminal of Container A, type Juniper. What do you observe on the 

Telnet terminal of Container A and the terminal of Container M? 

 

 
 

The keys are replaced with Zs. 
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Container M is replacing the Juniper keys with Zs. 

5. On the Telnet terminal of Container A, type anything else. What do you observe 

on the Telnet terminal of Container A and the terminal of Container M? 

 

Keys are continuously replaced. 

 

I typed anything and the keys are continuously replaced by Zs. 

6. Ctrl + c on the terminal of Container M to stop t24.py running. Run ps on the 

terminal of Container M and record the PID value of python3. Then run kill 

<PID> to stop t22pro.py running (replace PID with the value identified from the 

output of ps command). 
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7. Wait for a while and run exit on the Telnet terminal of Container A to terminate 

the Telnet connection with Container B. 

 
 

Part 3: MITM Attack on Netcat using ARP Cache Poisoning 

This task is similar to Part 2, except that Containers A and B are communicating using netcat, 

instead of telnet. Container M wants to intercept their communication, so it can manipulate the 

data transmitted between Container A and Container B. 

1. Make sure IP forwarding is turned off on the terminal of Container M: 

sysctl net.ipv4.ip_forward=0 

 

 

2. On the terminal of Container B, run the following command: nc -lp 9090 

 
 

3. On the terminal of Container A, run the following command:  

 

 
 

4. Type Juniper on the terminal of Container A and enter. Describe what you 

observe on the terminals of Container A and Container B. 
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Container A: 

 

Container B: 

 

Typing Juniper on Container A captures in B. 

5. Run t22pro.py in the background on the terminal of Container M: 

python3 t22pro.py & 

 

 

6. Type Juniper on the terminal of Container A and enter. Describe what you 

observe on the terminals of Container A and Container B. 

Container A: 

 

Container B did not display anything this time. 

 

7. Run t3.py on the terminal of Container M. 

 

 

8. Type Juniper on the terminal of Container A and enter. Describe what you 

observe on the terminals of Container A and Container B. 
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Container A: 

 

Container B did not display anything. 

9. Finally, shut down all the containers on the terminal of Seed VM: 

 

 

 

Questions: 

a) What is telnet? 

Telnet is a protocol used to provide bidirectional, text-based communication between two 

machines. It is commonly used for remote login sessions, although it is largely considered 

insecure due to the lack of encryption. 

 

b) What is Netcat? 

 

Netcat (often abbreviated as nc) is a networking utility used for reading and writing data across 

network connections using the TCP or UDP protocols. It can be used for simple communication 

or more advanced tasks like port scanning or serving as a backdoor. 

 

c) What is MITM attack? 

 

A Man-In-The-Middle (MITM) attack is a type of cyber attack where a malicious actor secretly 

intercepts and possibly alters the communication between two parties (such as two devices, 

computers, or people) without either party knowing that the communication has been 

compromised. 

 

d) For the Data manipulation attack against telnet in Step 4 of Part 2, what do you observe 

on Container A’s terminal when typing Juniper after launching the attack (#5)? For the 

MITM attack against Netcat in Part 3, what do you observe on Container A’s terminal 

when typing Juniper after launching the attack (#8)? What is the reason of such a 

difference? 

 

When "Juniper" is typed on Container A, depending on how the attack is launched, you might 
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observe manipulated text being displayed on Container B’s terminal. This confirms that the 

attacker (Container M) has successfully intercepted and modified the data being transmitted. 

After launching the MITM attack and typing "Juniper" on Container A’s terminal, I notice one 

of two possible outcomes: 

1. Normal Text Appears: If the attacker has not yet manipulated the data, the word 

"Juniper" is transmitted to Container B and displayed as expected on both terminals. 

2. Altered Text Appears: After launching the attack, the attacker might manipulate the data 

being sent from Container A to Container B. As a result, what is typed on Container A's 

terminal may not appear correctly on Container B. For example, the attacker could 

modify the communication, so that "Juniper" is replaced with another word or a set of 

characters (e.g., "ZZZZZZ"). 

The difference observed on Container A’s terminal after the attack is due to data manipulation 

by the attacker (Container M). 

• Container M intercepts the communication between Containers A and B. 

• The attacker (Container M) can modify the data being sent between the two containers, 

making changes to the original message. 

• When you type "Juniper," the attacker can intercept the packet, modify the payload, and 

then forward the modified data to Container B. This manipulation is visible on 

Container B's terminal, and sometimes Container A might receive altered feedback 

based on the modification. 

The main reason for this behavior is that Container M (the attacker) is controlling and 

modifying the data stream using ARP cache poisoning to perform the MITM attack. This kind 

of attack demonstrates how an attacker can change or inject new content into communications, 

such as replacing "Juniper" with any other value. 

Deliverables 

Please submit the lab report in a single document named CS690-LAB2- 

yourlastname. Please submit a DOC document and/or a PDF file in case the format 

is not compatible across the platform. 

The lab report should include: 

1. Title, author(s) 

2. Table of Content 

3. The detailed steps and results using text description and/or screenshots 

that answer the above questions and demonstrate your lab progress. 

4. A summary of your own reflection of the lab exercise, such as: 

a) What is the purpose of the lab in your own words? 

b) What do you learn? Do you achieve the objectives? 

c) Is this lab hard or easy? Are the lab instructions clear? 

d) Any other feedback? 


