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Lab 4 Brief Instruction

In this lab, we will follow Amazon Security Workshop to perform several IAM tasks. You
want to follow the instructions given in the workshop and screenshot the outputs for each step.

The link to the workshop: https://catalog.workshops.aws/well-architected-security/en-US
We do not need to do all the tasks for this lab, but only the following (it is your discretion to
continue other tasks if you are interested):

1. Security Foundations
a. AWS Account Setup and Root User
1.1-1.2 — Enable a Virtual MFA Device for Your AWS Account Root User

e o o Security credentials | (AM | Glokal X =+
€ G B nhipsyjus-east-1.console awsamazon.com/iam/home?s 124 G w =D w0

e 1AM > Security credentials o 6
Identity and Access < @ MFA device assigned
Management (1AM} You can register up to 8 MFA devices. of any combination of the currently supported MFA types with your AWS account roat and IAM user. With
multiple MFA devices, you only need ane MFA device ta sign in to the AWS console or creste a session through the AWS CLI with that user.
(0 searen iam )
Dashboard
Account name Email address
¥ Access management michaeln007 michaeln007 @outlook com
User groups
AWS account ID Canonical user 1D
Users 5 288761760368 I5) d915fe2b1c97a22a810428f52065F48c 2700b8CDIa28 52508 110bB3206
Roles bc3ta

Identity providers
Multi-factor authentication (MFA) (1) Remove ) ( Resyne
S Use MFA to increase the securiy of your

o maximum of & MFA devices assigned. Lea

Account sef

Root a iranment. Signing in with MFA requires an authentication code from an MFA device. Each user can have a

¥ Access reports

Type Identifier Certifications Created on
Access Analyzer
External access O vl am:aws:iam;288761760368&mfa/Amazon Nat Applicable Sun Dec 15 2024
un
Analyzer settings
Access keys (0)

Credential report

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS AP calls. You can have a maximum
of two access keys (active or inactive) at a time. L= 2

. Access key ID Created on Access key last used Region last used Service last used Status
Resource control policies New

Reloted consoles As 3 best practice, avoid using long-te which provide short term credentials.Leam more [

Cludrront ey pais 0 E:

You use key pairs in Amazon CloudFront to create signed URLS. You can have a maximum of twe CloudFront key pairs (active or inactive) at a time.

Creation time CloudFront key ID Status

Mo CloudFront key pairs

Create CloudFront key pair

éreating an AWS Account and adding an MFA.

1.3 Configure Account Security Challenge Questions

Security challenge questions i

(@ Security challenge questions are being discontinued
After January 5, 2024, AWS will no longer support security challenge questions for accounts that have not already enabled them. After January 6,
2025, AWS will ne longer support security challenge questions for all remaining customers. We encourage you to enable multi-factor
authentication (MFA) to add an additional layer of protection to your AWS account. Learn mare.

Security questions are currently not enabled.



Configure Account Security Challenge Questions, however, it is discontinued after January 5" of
2024.

1.4 - Configure Account Alternate Contacts

Alternate contacts

You can add alternate contacts for Billing, Operations, and Security communications to ensure the correct peaple are notified for each topic. As a primary
account holder, you will continue to receive all email communications. Learn more [3

Billing contact Operations contact Security contact
[ @ Successfully added billing contact. X ] @ Successfully added operations X @ Successfully added security X
contact. contact.
Full name
Michael Nguyen Full name Full name
Michael Nguyen Michael Nguyen
Title
Student Title Title
Student Student
Email address
mgnguyen@bu.edu Email address Email address
mgnguyen@bu.edu mgnguyen@bu.edu
Phone number
6178088794 Phone number Phone number
©178588794 6178988794

Configuring the Account Alternate Contacts

1.5 — Remove Your AWS Account Root User Access Keys

[t B O e el d Security x W c
€ O O nitpsyjus-east-1.consoleawsamazon.comjiam P seden - G m o O B - O

x +

AM > Security credentials > Create access key

Retrieve access key .

Access key |
o . ariava . it

Retrieve access key

| Accass key Secrat access key ‘

=] =]
| AKIAUGOAKZIYFRMAXTSY 3amGrtLuBbrcD i1 ydmygaXuwY Hide
] .

Access key best practices

= Never store your access key in plain text, in 2 code repository, or in code,

« Disable ar delete access key when no longer needled
« Enable least-privilege permissions.
= Rotate acess keys regularly.

Forn

e details about managing access keys, see the best practices for managing AWS

access key:

Download .esv file Done

Creating an AWS Account Root User Access Key.



1.6 — Periodically Change the AWS Account Root User Password

Account i Close account
Account settings
Account ID Service provider

288761760368 Amazon Web Services, Inc.

Account name Password
michaeln007 e

Setting an account password policy for IAM user, however the policy does not apply to your AWS
account root user (a minimum of 8 characters and a maximum of 128 characters. - Include a
minimum of three of the following mix of character types: uppercase, lowercase, numbers, and !
@#S%"& *()<>[]{}| _+-=symbols. - Not be identical to your AWS account name or
email address).

1.7 — Configure a Strong Password Policy for Your Users

Bt x4

Edit password policy w«

Password policy

14 default O Custom

8 Re OD_s-=0101")

Other requirements

| & ciosnen

Conﬁguriﬁg a Custom Password Policfyr forf Users
b. Creating data bunker account in console

1. Create a logging account from the organizations management account



@ o o B

G m e DR - O

8 4 ©

@

AWS Organizations PPl  Your new account should be created within the next few minutes. Check the Pending requests to create accounts page for status.

¥ AWS accounts

The organization's mana

Lrequest to create an AWS account has failed in the last 90 days.

() Cemaise oot cces formember accounts [ enabte imtam | ¢

Organization ID You can delete root credentials for your member accounts and perform privileged actions from the

management or delegated account. Leam mare ab root acce:

| Organization

AWS accounts Account created/joined date

@ OrganizationAccountAccessRole
Croated 2024/1215

Joined 2024/12/15

Created an OrganizationAccountAccessRole

2. Create a key to encrypt CloudTrail log

‘Q ® O B e

& O O nips/usentl console awsamazoncomim e us-east- 1 ks keys/crea a o

KMS > Customer managedkeys » Create key @ e
@® Configure key Configure key
@ Add labels Key type Help me choose [3

© symmetric

Key usage el me hoase [2

© Encrypt and decrypt

» Advanced options

Key material arigin

: £ of the key mater telp me chouse (3
[ © KMS - recommended ] O External (import Key material)
) AWS CloudHSM key store ‘ O External key store
Regianality
e your KMS ks A a a . " 5 Regions. H .2

O Single-Region key

| D) Multi-Region key

Cancel Next

Configuring CloudTrailKey



> Key 10; 90077a8-7Th1b-4207-97ad-d943a7bB56b2

Key Management ¢ 9007f7a8-7b1b-4207-97ad-d943a7b856b2
Service (KMS)
R General configuration
AWS managed keys
Customer managed keys Alias Status
CloudTrailKey Enabled
¥ Custom key stores
AWS CloudHSM key st ARN Description
1) amiaws kmsius-east- -
External key stores
1550050224086 key/00717a8-7b 1b-4207-
97a0-d343a7b856L2
Key policy Cryptographic configuration Tags Key rotation Aliases
Key policy
|
Key administrators (0)
Choose the 1AM users and r sdminister this key through the KMS AP1. You might need to
om this console. 2
Name | path
Empty Resources
Mo resources to display
Key deletion
|
Key users (0)
The following 1AM d rolles can use this key for cryptographic operations. They can also allo
Name Path

| Empty Resources

CTED D

Creation date
Dec 15, 2024 17:57 EST

Regionality
Single Region

Switch ta policy view

Type

5 that are integrated with KMS to use the key

Type

CloudTrailKey information

3. Create the bucket for CloudTrail Logs

+ @

i
o &

@ Successfully created bucket “cloudtraillogs008"
T upload files and folders, or to configure additional bucket settings, choose View detalls.

ge and activity tre tinclude directory buckets, Leamn more [2

General purpose buckets  Directory buckets

General purpose buckets (1) i [T

Buckets are containers for data stored in 53

[

a | AWS Region v

Name 1AM Access Analyzer

cloudtraillogs008 US East (N. Virginia) us-gast-1

nalyzer for us-gast-1

Creation date v

Dacember 15, 2024, 18:01:54 (UTC-05:00)

Creating a bucket for Cloud Trail Logs



eloudtraillogsX Edit Bucket Versioning [N O ]

Edit Bucket Versioning i«

Bucket Versioning

» means of keeping of an object in the y version of every object stored in your Amazon S3 bucket

ended user act

Bucket Versioning

Suspend
|
! Ot

{ @ After enabling Bucket Versioning, you might need to update your lifecycle rules to manage pravious versions of objects. }

Multi-Factor authentication (MFA) dete

A i
Dissbiea
Cancel Save changes

|
|
|
A

Enable bucket visioning

-

< G

eloudtraillogs008 Qo a6

Black ail public access

¥ Ind

ual Black Public Access settings for this bucket

Block public accass to bucksts and objects granted through new access control lists (ACLs)

Block public accass to buckets and objects granted through any access control lists (ACLs)

ck public access to buckets and abjects granted through new public bucket of access point policies

Block public and cross-account access to bucksts and obj bucket or access

Bucket policy

The bucket policy, written in ISON, prov

cess 1o the object

the bucket, Bucket

(@ Public access is blacked hecause Block Public Access settings are turned o
To detern ttings are turned on, check your

for this bucket
seting

lock Public Acce: for this buckes. Learn more about using

Action”; *s3:GetBucketcl
Resourca’: ‘am-ay

" AwsCloudTrai
“Effoct”. "Allow”
“Principal

Service": “doudtrall amazonaws com”

s3PutObject’,
- tarm-aws:s3:clou

logs008 {AWSLogs/*",

Object Ownership i

written to this bucket fro

Creating a bucket policy in the Permissions tab



@ © D W o

& @ @ niipsy/usesst-T.consoleawsamazon.com m ast- 19

@

m

Identity and Access x 1AM > Roles > OrganizationAccountAccessRole
Management (IAM) ®
OrganizationAccountAccessRole w. Delete
Q se
Summary \ Edit
Dashboard
Creation date AR Link 10 itch roles in coneol
v Access management Decomber 15, 2024, 18:20 {UTC-05:00) IF) am:sws:iam:553050224088 ole/Organiza [T hitpsc/ signin.aws amazon.comfswitchrale?
tonAccountAccessRole rolehame=OrganizationiccountAccessRole
) " &account=559050224068
| usen
| —— Maxinum session duration
1 bour
polcies
dentity providers
fecas ngs Permissions Trust relationships Tags. Access Advisor Revoke sessions
¥ Access raports
Permissions policies (1) i c Simulate [2 Remoe Add permissions ¥ |

External access —

Filter by Type

Q s Al types v 1 @

Policy name [3 Type ¥ | Attached entities v

o]

AWS managed - jab function 1

» Permissions boundary (not set)

* Generate policy based on CloudTrail events

mize, create, and attach it to this role. AWS uses your CloudTrail

©

You can generate a new palicy based on the access activity for this role, then

events to identify the services and actions used and generate a policy. Learn moi

nerate palicy

| Ne requests to generate a palicy in the past

5. Turn on CloudTrail from the management account
¢ oo @

x +

us-gzst-1.consale.aws.amazon.com/cloudtra
Q CloudTrail

ing to improve the CloudTrail Lake console experience to make it easier to use. Let

(@ New CloudTrail event data store pricing tier Create eve
View the new pricing page [? to find out which event data store pricing tier best fits your use cases, and how to get the most out of your CloudTrail Lake
setup!

@ Trail successfully created

CloudTrail > Trails

' q
| Trails Copy events to Lake c Delete Create trail
B
CloudWatc
Hi Multi- o] it Log file
1 Name a ome v W o | insights @ r9anzAt o | S3bucket ¥ °f v | hiogslog ¥ | Status v
region region trail on trail prefix
group
| aws-
cloudtrail
US East (N. o
1 C Yes Disabled Yes o - - @ Logging
Virginia) 55905022408
8

2d3d827¢ [

Creating a Cloud Trail Logs account



2. Identity and Access Management
a. IAM Permission Boundaries Delegating Role Creation
1.1 — Create policy for permission boundary

¢ o 0 @

ancom . . a

© 1t > puices > revkeseponbosdiry oo |
\dentity and Access < restrict-region-boudary i« (Cean) (Costens
Management (1AM)
(as Policy details

Type ARN

PE— = am:288761760368:poli

frestrict-region-boudary

¥ Access management

User graups —
Permissions. Entities attached Tags ollcy versions

Last Accessed

srers
Roles

Folicies Permissions defined in this policy

dentity providers

¥ Access reports

Permissions dgﬁne_d in this policy

® O B Crostepolcy | 1aM| G
o C &) hitps//us-east-1.console.aws.amazon comjiam/h Sl O g -~ O

polcy check refe X | () JSON Gnline Valdatar and Form: % | -+

ons. Build permission statements using the JSON editor.

) (rcions v ) (@
N * Edit statement Remawe
. AttachDetachRolePolicy
7v
8 Add actions
10 Choos
1 Q
12 51
13 ) -
e ded '
15
16
v avs
18
18w 1 0y
v Mr
2 28875
2 e

" b .
24 n AC Zonal Shift
25 ] i
3
7 |
v
P
s Add 3 resource Add
3
Add a condition (optional) Add
150 a
Cancel Next

Ci;eatin:g a createrole-restric;-région-boundary with account id blaceholders

Feedback 024, Privacy  Temm



1.2 Create developer IAM console access policy

—
Q @ o Poliie x Aceass hnalyzer policy check refe 3 | ) 150N Oniine Vakdator and Foems % |+
« ¢ s/ us-28st-1 console aws amazon.com/ia wigicie g m e DR
© u > poid
Identity and Access < @ Policy lam-restricted-list-
Management (IAM)
Policies (1316) we (©) Cactioms »
A policy is an abject in AWS that defines permissions.
Filter by Type
Dashboard | a searer All types. v 12 3 45 6 7 6 > @
¥ Access management Policy name o] Type v | Usedas v | Description
User graups
o B AWS managed Hone Allow Access Analyzer to analyze resou
O B W administistoriceess AWS managed - job function Hone Provides full access to AWS services an.
Policies
B Administratorhcce AWS managed Hane ints account administrative permiss...
Gentity providers |
B W Admiistatorhcees..  AWS managed Hane nts account administrative permiss...
cess management ew o] P AW managed Nane Provides ReadOnly permissions requir..
¥ Access reports o ® AWS managed Mone Grants full access ta Amazon Al Opera
Acces:
( AWS manags e Grants the Amazon Al i
P B 5 managed Nane ants access to the Amazon Al Opera
. 5] AlOps yAc AWS managed None nly parmissions 1o the A,
B AlexaForBusinessD. AWS managed Hane Provide device satup access to AlexaFo,
Credential
B AlexaForBusinessF WS managed Hone Grants full access to AlexaForfusiness
o = AlesaF orBusinessG. managed Mone Provide gateway execution access to A.
control palicies |
- O B W pewforbusinesl: AWS managed Hone Provide access to Lifesize AVS devices
O [ W AlesForbusinessh AWS managed Hane This policy enables Alexa for Business
Betoted coozoles
A identity Center [ O B W aeafortusinesP AWS managed Hane Provide access te Poly AVS dovices
AWS Organizations [ = e AWS managed MNone Provide read anly access to AlexaFord.
ol WS managed Nane Provides full access to meste/edit/dele...
0 @ S mansged Nane Provides full access 1o invoke APIs in A
o B8 AWS managed Hone Allows API Gateway to push logs fo us
o @8 AWS managed Hane Provides full access to Amazan AppFlo |
B AWS managed Hare Provides read only access to Amazon A

l __ __
Creating an iam-restricted-list-read policy

2.1 Create Developer Role

@ © D @
€]

nalyzer peiicy check re

R Create role ® 6

Step 1: Select trusted entities

Trust policy |

Step 2: Add permissions @
Permissions policy summary

Policy name [3 al Type v | Attachedas v

Customer managed Boundary policy

Step 3: Add tags

Add tags - optional irfc

Add new tag

Cancal

L
Creating a developer-restricted-iam role




2.2 Test Developer Role

) O @ s

<
a

Identity and Access <
Management (1AM)

Q Search iAM ]

User name 4| pamn % | Group: ¥ | Lastactivity
Dashboard

|
* Access management

® Access denied

User groups

To raquest access, copy the follawing text and send i

¥ Access reports

[——

& :
Switching roles to developer-restricted-iam
(I had to create an administrator user for IAM role for this to work, since I don’t have one)

3.1-3.2 Creat

e User Role

B '

and Test User Role

Resources EC2 Free Tier e
Vou are using the following Amazon EC2 resaurces in the US East [N, Vir ffars for all A5 Fegors
0 EC2 free tier offers in use
¥ Instances instances {running) 0 AutoScl . @rPiE

End of month forsc

Exceeds free tier

cop
¥ Images

Service health

s neatth Dashbour 12 ) (C)

AMI Catalog

¥ Elastic Block Store

Sazpshots
Lifecyele Manage ‘ -
v Network & Security i the s East
Account attributes ©
Instance alarms Default VPC [2
wpc-0281bc9872 1dabeca
Settings
: Data protecti and security
vis
e
Trust Stores tem et
» Auto Scaling EC2
. ups
Enable additionl Zone Explore AWS ()]
et
10 Things You Can Do Today to Reduce AWS

Costs

The second User role for app 1-user-region-restricted-services

b. TAM Tag Based Access Control for EC2
10



1.1 — Create policy named ec2-list-read

1.2 — Create policy named ec2-create-tags

1.3 — Create policy named ec2-create-tags-existing
1.4 — Create policy named ec2-run-instances

1.5 — Create policy named ec2-manage-instances

"o o@

— G o+ D & D

dentity and Access
Management (IAM)
Policies (1321) w. (©)] e ey
-
; 2 ) (anoe e
¥ Aco Palicy a| Toe Vond -
| B -
|
]
| ]
| 8
B e

Created 1.1-1.5 policies named ec2-list-read, ec2-create-tags, ec2-create-tags-existing, ec2-run-
instances, and ec2-manage-instances

3.1-3.2 — Assume ec2-admin-team-alpha Role and Launch Instance With & Without Tags

€ O D (B e

Resources

 Images
Service health

* Elastic Block Store

Account attributes :)

Instance alarms
(Ciom i Closawaren 3 )

Settings

Explare AWS (&)

11



[@ © O |@ wimmmtary x B swinens . e
« C ¢ R — 10 Glm & ® -

Dashboard ¢

esources e ) @ @ e Tier

Qffers for all AW

A5 the Follomirg AMaTon ECZ SRS

5 Esat (N, Virgania) Region:
Events ?

0EC2 free tier offers in use

¥ instances

End of manth farscast

590502 24088 assumed
tanca Types Fr—

Launch Temlates

Spat hequests

e palicy llows the
Usage actian

Excens free tier

@ s st

10224088 sssummed
T ——

Service health

G ) @
® Anarror occurred

Lifecyele Manager

¥ Network & Security Nate
M. Virgiria) Region

i the U East

Securty Grovgs
Account attributes

Zones
Instance alarms Zane name. Zone 1D Dafault VPC [2
S - Settings

us-cast-1b o2k

@ user:am

¥ Load Balancing 559050
Lo Balancers uetazt
wet-azs

¥ Auto scaling

sutas
nable additions Explore AWS ®
Sottings
" ‘Save up to 90% on EC2 with Spot Instances
Optimiz price-perfoemance by combining

@ Soccess
Successtully in 29606062)
‘ ¥ Launch log
Intializen requests @ Soeceede
Laurch insiation @5

Next Steps

Q w ke th ths » ate back | 1 5 456 )
Create billing and free tier usage Connect to your instance Connect an RDS database Create EBS snapshot policy

!
alerts Once your Instance Is cunning, log nto it Canfigure the connection between an EC2 Create a policy that automat creation,
T o s Y I B I from your locsl compute. nstance and s databese to slow treffc flow retention, and deleton of EBS snepshots

between them

Comect to napshot policy (3

a0 ROS datal

] stabace (3
Manage detailed monitoring Create Load Balancer Create AWS budget Manage CloudWatch alarms
led moritoring for Crestea appikation, petwork gateway or AWS Busdgets allows you to create budgets ate or update Amazon ClouWiatch
Hf you ensble detailed assi: lastc Load Salancer forocast spend, and take action on y atarms for the instance
e & costs and wsoge from &

Manage G

Creste AWS budget (3

Successfully initiated launch of instance

12



3.3 — Modify Tags On Instances

@ © Db Bw
<] v

‘ o east-1.console.aws.amazon.com/ <2/t "

o]

3062 > Manage tags

Manage tags wo

%

Atag s » custom label that you 1 e tags to help organizs and
| Q Name X | | Q eamp
Q Test x) (Q apha X

© Failed to updita tags.

@Diagnose with Amazon Q

= You are not authorized to perform this operation. User: anawssts: 559050224088 I
author

allows the ec2-DeleteTags sction. Encoded authorization failure message:

to perform: ec2-DeleteTags on resource: armaws:ec2.us-east-1:559050224088 instance/i-022d086529¢0ea0b2 because no identity-based policy

19kmLI2e2VOXAAPCKyFRAIMgP o v 2KS e
CVHIWUOHA21K2Lads) a _M_C 3

PM74xNSTHOM JzLBvol SvKBERMITPXOyCIKZEShQSNN2FmIbHNTiAwshdGoBnUztSIBRCFiyK
634GFqVILOLQMRIHUZSNNGEGXXOMUFSSSCYOuSarWQZY 1 020gvaQSqdHISH/fxx TkpR!
tilged mrm7L2SG:

ANVSLHVH.
PaliiExMOrgHKKY

o

s not

1K

B3R9595y07ShE6SumV 1pyAKZI77dPIjpySVwvBQZHWTZHCYh1 Sigpkng_DMLMeS3
G 2 s

InDjTY4s! aRZ)

i ebs.
085I6TH_gZkLWinyOK-

B10HH_Bk_9 T2nx54JbROYWHUh
" “ KwaFP20DOHLE-

v '

BOSONRONUYSabAXHAT:

206/

SWAELIUTOCTNHES 3PWTS6GUSLT79-VDTIdS}026R1-7atH3nDV7 1xTQUEAXEMG10p8aS-
« You are ot authorized to perfoem this operation. User: am:aws:sts:559050224088. 2 < not
autharized to perform: ec2/CrEsteTags on resOUrCe: drnaws ec2us-east-1:55905 652 because t poliey
allows the ec2 CreateTags action. Encoded authorization failure message: axpS3s2YKuLYCrGHWSArsVBU-yIVPghRSKU7Q7s-
OULKGY_VIGEAXGXBeehOUNI400Q1 LABKIQKZBY TPIRLCPD-
991y Fq7wDG2t2mPIBH JcBnGtoK 67 WKCPUM 0 JmwiahSNURHENR 1X]CDnbgd6aOL Ipe6 ADGGCtju Opes{Thh_B

THPFWoHhuhpTZVd2QuOBYjct 1EUMSOMSYPpwF. A n_HFTXaF2Ll 7510rvL6nXPEd2TtL Hag _fFKESKOK
OTDCGKeTugebFNGsry_7jDSIOQ2rkMDI0U3GQUQUIHBVSLSXoFDII3COKMIEWSSncYSEADQUI0 | CsjiwpbgdCN-b14uBVI00WX-waL 3x8s_qRFBHIZasbT1XEB
179523 0 = 0

. 0

16AVn T3
bylPiat_2 p
o M
ZPBALZS6_B3OFM3tQSmBtFlgeCYFIQVreDbPSME16Q

FT3QAT 18CKFIUIHNME-
FB78r630LENId- JOVRST _DlvXdigF-

taHYWL

WFRMZIMP2

Cancel

Managing tags of team key to test

us-enst-] ® +

oo
|eC: "

> Spatrequests

Dashboard <

@ Request ta manage tags has succeeded.
£C2 Global View

- Instances (1/1) wo ootz © Coamest ) o |
¥ Instances [q Fin by sitive) ] (Tuwstates v | 1 -]
instances
} . Nemed v | instanceiD instance state v | instancetype v | Status chack Alarmstotus | Avaltability Zone
e Type
[P (@ e @Funing @ @ @2micro @ u e useast-1b
H Spot Requests. ‘ "
| Savings Plans
rved I
Oedicated Hosts
Capacity ians
¥ Images
A
AMI Catalog
* Elastic Block Store
Valum
Saapshats = -
Lifecyele Manager i-022d086529¢0ea0b2 (Test) 8| v
¥ Network & Security
e Details  Sttusandalarms  Monitoring | Security | Networking | Storage  Tags
scurity Groups
lastic Ps
Placerment Groups ¥ Instance summary irfc
Key Pairs Instance 10 Public IPvd address Private IPvd addresses
Natwork Interfaces 10 1022408865 29e0ea0b2 M0 3.95.254.219| address [3 0 1723146198
¥ Load Balancing 196 sddress Instance state Public 1Pvd DNS
) - Running -5-95-254-219.compute- 1 amazanaws.com|
Load Balancers e 13
Target Graups
Trust Stores. ew Hostname type Private (P ONS name (1Pus only)
b P ame: p-172-31-46-188.ecintermal B 172.3146-198 ac2intermal
¥ Auto Scaling
R Answer private resource ONS name Instance type Elastic 1P addresses
o . 1Pva (4) t2.micro -
Aurto-assigned P address veein AWS Compute Optimizer finding
Settings 5] 5.95.254.210 [Puiblic I7] M) vpc-0281bc9a721dabeca [3
User: am:aws:sts: 559050224086 assumed-role/ec-
sdin-teamlpha/developsr-resrita-am istot s

Choose Manage Tags, try changing the Team keyg a value of Test then choose Save. An error
message should appear

Change the Team key back to Alpha, and edit the Name key to a value of Test and choose Save.
The request should succeed

13



3.4 — Manage instances

o 0 B x + ]

= ¢ 0865298083 Manage Instance state [FIS

Manage instance state

Instance details

| 220085525e0e3082 (Test) (D

Instance state settings

x
s for the roat EBS volume to be deleted when the instance ks terminated. Storage on any kocal drives will be lost. ]

Terminating the instance of Test

Professor Zhang, there was some mistakes along the way, so I created a new AWS account using
the mgnguyen@bu.edu email address instead of my personal email address. So, therefore, some of
the screenshots shows the other User Account ID instead.

c. Automated Deployment of IAM Groups and Roles

1.1 — Create AWS CloudFormation Stack
oo x +

CloudFarmation < baseline-iam
C Delete
Stackinfo | Events -updated | R

= Tim e

{( View Hooks averview )
e Events (1) View @

EX

@

AWS CloudFormation Stack CREATE_IN _PROGRESS
14


mailto:mgnguyen@bu.edu
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REATE COMPLETE for AWS CloudFormation Stack

2.1 Use Restricted Administrator Role in Web Console
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Console Home i
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i Security info
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Privacy
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Professor Zhang, I did the additional work of “Create a Data Bunker Account” and “Automated
Deployment of IAM Groups and Roles. Thank you so much!

Several notes as below:

A. In Security Foundations-> AWS Account Setup and Root User->Account Setting &
Root User Security:

1.3 no need to do

1.6 no need to do

1.7 Choose Custom, make some changes to the password policy and explain the
reasons of your changes.

NOTE: To continue the next step, here you need to create an IAM user, provide user
access to the AWS Management Console, choose a password you can remember,
attach Administrator Access policy to the user, and configure MFA for the user.

B. In Identity and Access Management-> IAM Permission Boundaries Delegating
Role Creation->create IAM policies:

NOTE: in Step 1 of 1.1: “Sign in to the AWS Management Console as an I[AM user
with MFA enabled that can assume roles in your AWS account”. You will not log in
as root user anymore. You need to login as the IAM user you created in the previous
step: Security Foundations.

1.3 There is an error in the policy of createrole-restrict-region-boundary. You need
to fix it on your own

Deliverables: You need to submit a document with all the screenshots and a summary of
what you learned from this lab.
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