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Part 1: Symmetric Encryption

1. Create a folder named “lab3”, and change your current work directory into lab3.

Mkdir 1ab3 makes the directory of lab3 and cd changes the directory to lab3.

2. Check the gpg version using the “--version” option. Find all supported algorithms, answer
Question 1 in the Question section.

//gnu.org/licens
DHINltted by law.

Home: /home/kali/.gnupg

Juppnxted algorithms:

Pubkey: R5A, ELG, D5A, ECDH, ECDSA, EDDSA

Cipher: IDEA, 3DES, CASTS, BLOWFISH, AES, AES192, AES256, TWOFISH,
CAMELLTIA1Z AMELLTA192, CAMELLIAZ256

Hash: SHAl, RIPEMD1 SHAZ256, SHA384, SHAS512, SHAZ2Z24

Compression: Uncompressed, ZIP, ZLIE, BZIPZ

This command checks the Gpg2 version of OpenPGP standard.

3. Find where the gpg is installed using the “whereis” command:

This command checks where is gpg being located.

4. Check the manual of the gpg tool using either the “man” command or “--help”option.



" kali@kali: ~flab3
File Actions Edit View Help

GPG(1) GNU Privacy Guard 2.2 GPG(1)

NAME
gpg - OpenPGP encryption and signing tool

SYNOPSIS
gpg [-—homedir dir] [--options file] [options] command [args]

DESCRIPTION
gpg 1s the OpenPGP part of the GNU Pri Guard (GnuPG). It is a tool to pro-
vide digital encryption and signing s ices using the OpenPGP standard. gpg
features complete key management a all the bells and whistles you would ex-
pect from a full OpenPGP implementation.

are two main versions of GnuPG: GnuPG 1.x and GnuPG %. GnuP . s5up-
modern encryption algorithms and thus should be preferred over GnuPG
You only need to use GnuPG 1l.x if ur platform doesn support GnuPG
or you 0 for som : res that GnuPG 2.x has deprecated,

re Looking for version 1 of GnuPG, you may find that version installed
name gpgl.

RETURN VALUE
The program returns @ if there
was bad, and other error codes

tion requires
ensigned.

Man is used to check for the user manual as well as help.
a. What is the option used to encrypt using symmetric algorithm?

In cryptography, symmetric encryption algorithm uses one key for encryption and decryption and has the
key length of 128 or 256 bits. Moreover, symmetric encryption algorithms include Advanced Encryption
Standard (AES), Data Encryption Standard (DES), Triple Data Encryption Standard (3DES), and Rivest

Cipher 4 (RC4).

b. What is the option used to specify different encryption algorithms?



In cryptographic libraries and tools, the option to specify different encryption algorithms is typically
provided through the API or command-line interface. The specific method depends on the library or tools
being used. There are many examples of symmetric encryption algorithms, below are what’s included:

¢ Blowfish (Drop-in replacement for DES or IDEA) — block cipher
o IDEA (International Data Encryption Algorithm) — block cipher
e AES (Advanced Encryption Standard) — block cipher

e DES (Data Encryption Standard) — stream cipher

e RC6 (Rivest Cipher 6) — block cipher

e RCS5 (Rivest Cipher 5) — block cipher

e RC4 (Rivest Cipher 4) — stream cipher

However, AES is the most used symmetric algorithm, AES was known initially by Rijndael, which
replaced DES in the 70s. Moreover, AES cipher has block size of 128 bits and can be used with three key
lengths, specifically for AES-128, AES-192, and AES-256.

5. Open Firefox web browser (https://www.fileformat.info/format/bmp/sample/index.htm),
download a bmp file to your computer and encrypt the file using both AES256 and TWOFISH.
Change the name of the file you downloaded to pic_original.bmp and copy it into the lab3 folder.
The lab3 folder can be opened using the File Manager tool.

“ Save Image

Mame: pic_original.bmp

>

Home « #Mkali lab3 [+ |

Desktop Name ~ Size Type Modified

Documents

-« @ 1

Downloads
Music
Pictures

Videos

r
™
-
+

Other Locations

Windows BMP image

® Cancel [@ Save

Saving the file as pic_original.bmp.


https://www.fileformat.info/format/bmp/sample/index.htm

[28503]@kali

Passphrase:

Enter passphrase
Password: weeee
Confirm: mu-|

¥ Save in password manager

Cancel Ok

Saving the password and confirming password as kali.

[30581]@kali

Passphrase:

Enter passphrase
Password: eeesese
Confirm: sssese

# Save in password manager

Cancel OK

Using TWOFISH saving the password as fornia.

I-[~/lab3]
) plc_aes_enc W tric cipher-algo AES256 pic_original.bmp

I-[~flab3]
— 0 plc_aes_enc W tric cipher-algo TWOFISH pic_original.bmp
File 'pic_aes_enc' exists. Overwrite? (y/N) |}

Overwriting the existing file with a yes. Therefore, the password as of now would be fornia in TWOFISH
encryption.

6. Since the file header is also encrypted, we will not be able to open the encrypted file as a bmp
file. We can replace the header of the encrypted picture with that of the original picture so that we
can treat it as a legitimate .bmp file. For the .bmp file, the first 54 bytes contain the header
information about the bmp file. We can get this header from the original file and then the rest of
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the data from the encrypted picture to reconstruct a bmp file. The following screenshot shows
how to get the header of the original file using the “head” command and the body of the
encrypted file using the “tail” command, then concatenate these two to reconstruct a new
encrypted bmp file. You will do the same thing with the twofish-encrypted image.

~/lab3
54 pic_original.bmp > header

~/1lab3
+55 plc_aes_enc > encpic

~/lab3

header encpic >pic_ase_

~/lab3

I think these commands reconstruct the head, body and tail of the .bmp file and how it is being displayed.
When a .bmp file is encrypted using a symmetric encryption algorithm like TWOFISH, the entire file,
including the header is encrypted. As a result, the encrypted file loses its recognizable .bmp structure,
making it unreadable by image viewing software.

7. Open the lab3 folder using the File Manager tool as in Step 5, and view files as icons. Also try to
view the encrypted picture in an image viewer. What are your findings? Answer Question 2 in the
Question section.

File Edit View
L + H
Places

B Computer

B kali
- Desktop

Documents
Music
Pictures
= Videos
& Downloads
Devices
_ﬂ File System

Network

lab3 - Thunar
Go Bookmarks Help

1 # kali lab3

encpic header pic_aes_enc

pic_ase_enc_withh  pic_original.bmp
eader.bmp

D Browse Network

Sfiles: 85.1KiB (87,141 bytes) | Free space: 54.2 GiB



It appears to be black in three files, which seems to be correct, however, two file are in random bytes with
unrecognizable file header and randomized file content. As a result of the encryption, the file manager
display the encrypted image file with a generic or unknown file type icon. This is because the system
cannot determine the file type and therefore falls back to a default icon used for unidentified or binary
files.

8. Decrypt your encrypted files (not reconstructed bmp file) and see if it is the same as the original
file.

~/1lab3
) decbmp -d pic_aes_enc

: TWOFISH.CFE encrypted data
: encrypted with 1 passphrase

Decrypting the encrypted .bmp file to check the differences.

lab3 - Thunar
File Edit View Go Bookmarks Help
4+ & ¢« Akali lab3

Places
B Computer
B kali
Desktop
{:::} Recent
' Trash
M Documents pic_aes_enc pic_ase_enc_withh  pic_original.bmp
Music eader.bmp
Pictures
Videos
Downloads
Devices
_ﬂ File System
Network
D Browse Network

"decbmp” | 84.4 KiB (86,454 bytes) | Windows BMP image

There is one more image then the previous and it looks correct a black .bmp file.

9. You can use the “cat” command or a text editor to create a short text file with less than 20 bytes
and a large text file with more than 1000 bytes. You can fill in any data you want to the files. Save



them in the folder of lab3. Encrypt both files using both AES256 and TWOFISH. What are your
findings? Answer Question 3 in the Question section.

[63205]@kali

Passphrase:

Enter passphrase

Password: @ eees|

Confirm: ssee

¥ Save in password manager

o textAES W tric 1p —alego AES:
: WARNING: r 'gpg-aj is older than us
Note: 1

Note:

i g
===
L= R = s

I could not type textAES.txt or text.txt within the command for the file to work, however, without it, it’1l
work. Also, the password is kali.

[65982]@kali

Passphrase:

Enter passphrase

Password: eessss

Confirm: sssses

# Save in password manager

Cancel




For TWOFISH the password is _fornia.

I-[~/lab3]
I textTWOFISH W tri 1p —algo TWOFISH text
: WARNING: server 'gpg-age is older thanm us (2.2.480 < 2.2.
Note: Outdated server ay lack important security fixe
Note: e the command "gpgconf --kill all" to restart

g
g
g

==~
g

54 text header

I-[~/1labh3]
+55 textAES

I-[~/1labh3]
header textAESenc

Changing head with header command and body with tail command.

I found that specifically, the text file wasn’t able to type in the command with the extension of the file.
The original file that I’ve created was only 80 bytes in fext format, compare to textAES, which is 131
bytes. TextAESenc turned less than anticipated, which is 77 bytes, and text4AESencwithheader is a little
more of 131 bytes.

10. Decrypt your encrypted files and see if it is the same as the original file.

textAES

I-[~/lab3]
o dectext -d textAES
: AE5256.CFEB encrypted data
: WARNING: server ' is older tham us (
Note: i : ay lack important secu
; onf --kill all” t

2
g:
g:

gp
gp
gp
gp
gPg
Fil

dectext
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It didn’t provide the textAES original file of text, but rather, a different file in the same form called
dectext, which is the same fext file created.

11. Compare AES256 and TWOFISH and answer Question 4 in the Question section.
The comparison between AES-256 and TWOFISH depends on specific requirements and context.
Standardization and Adoption:

AES-256 is the more widely adopted and standardized encryption algorithm, being the official standard
for government and commercial applications. Its extensive use and support in modern hardware make it a
go-to choice for most encryption needs.

Performance:

AES-256 generally offers better performance, especially on hardware-accelerated platforms. Its
integration into modern processors and encryption hardware provides significant speed advantages.

Security:

Both AES-256 and TWOFISH provide robust security. AES-256's longer key size offers enhanced
protection against brute-force attacks. TWOFISH's design incorporates extensive security features to
defend against cryptanalytic attacks, but its security is comparable to AES-256 when using a 256-bit key.

Flexibility:

TWOFISH’s flexibility in key sizes and its optimization for various hardware architectures make it a
versatile choice, particularly in environments where hardware acceleration is not available.

Questions

1. Please describe the differences between symmetric encryption, asymmetric encryption and
cryptographic hash algorithms? List at least three of each supported by the gpg tool in Kali Linux.

Symmetric Encryption:

Symmetric encryption uses the same key for both encryption and decryption. It is generally faster and
suitable for encrypting large amounts of data. Examples supported by GPG in Kali Linux include:

e AES (Advanced Encryption Standard)
e TWOFISH

Asymmetric Encryption:

Asymmetric encryption uses a pair of keys, one for encryption (public key) and one for decryption
(private key). It is commonly used for secure key exchange and digital signatures. Examples supported by
GPG in Kali Linux include:

¢ RSA (Rivest-Shamir-Adleman)
e DSA (Digital Signature Algorithm)

e FElGamal
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Cryptographic Hash Algorithms:

Cryptographic hash algorithms generate a fixed-size hash value from input data, which is unique to the
original data. They are used for data integrity verification and digital signatures. Examples supported by
GPG in Kali Linux include:

SHA-256 (Secure Hash Algorithm 256-bit)
SHA-1
MD5 (Message-Digest Algorithm 5)

When you encrypt the bmp file, what is the size of the encrypted files using AES256 and using
TWOFISH? Are they the same? Are they larger or smaller than the original file? Why?

When encrypting a BMP file with AES-256 and TWOFISH, the sizes of the encrypted files are typically
larger than the original file. This is because of padding and additional metadata used in the encryption

process.

AES-256 and TWOFISH Encrypted BMP File Size:

The size of the encrypted files is generally the same regardless of the algorithm used (AES-256 or
TWOFISH), and both are slightly larger than the original file due to padding added to align the
data blocks to the cipher's block size and encryption overhead.

Reason for Size Increase:
The increase in size is due to the padding required to make the data fit into the block size of the
encryption algorithm (e.g., 16 bytes for AES) and the inclusion of encryption metadata such as

the initialization vector (IV) and salt.

When you encrypt the text file, what is the size of the encrypted file using AES256 and using
TWOFISH respectively? Are they the same? Are they larger or smaller than the original file?

When encrypting a text file with AES-256 and TWOFISH, the sizes of the encrypted files also tend to be
larger than the original file.

AES-256 and TWOFISH Encrypted Text File Size:

Similar to BMP files, the sizes of encrypted text files using AES-256 and TWOFISH are usually
the same and larger than the original file due to padding and encryption metadata.

Reason for Size Increase:

The padding ensures that the plaintext fits the block size of the encryption algorithm, and
additional metadata like IV and salt contribute to the increased size.

Briefly describe the differences between AES256 and TWOFISH. Which one do you think is
more secure based on your experiment results.
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Differences:
e Origin:

o AES-256: Selected as the standard by NIST and designed by Joan Daemen and Vincent
Rijmen.

o TWOFISH: Designed by Bruce Schneier and team, was a finalist in the AES competition
but not selected as the standard.

e Algorithm Structure:

e AES-256: Block cipher with a 128-bit block size, using a substitution-permutation
network.

e TWOFISH: Feistel network with a 128-bit block size, incorporating S-boxes, MDS
matrices, and PHT operations.

e Performance:

e AES-256: Faster in hardware-accelerated environments due to widespread support.
e TWOFISH: Optimized for 32-bit and 8-bit architectures, performs efficiently in software.

Security Comparison: Based on experiment results, both AES-256 and TWOFISH provide robust
security. However, AES-256 benefits from more extensive analysis and standardization, making it a more
widely trusted and adopted choice.

5. You will need to use a passphrase to generate a symmetric key for the encryption and decryption.
Compare different passphrases (e.g. shorter and weaker vs longer and complexer) and state your
findings.

Shorter and Weaker Passphrases:

e Easier to remember but more vulnerable to brute-force attacks.

e Typically less secure due to the limited number of possible combinations.
Longer and Complex Passphrases:

e More secure due to the increased number of possible combinations.

e Harder to remember but significantly increases the time required for brute-force attacks.
Findings:

e Longer and more complex passphrases offer substantially better security.

e The use of a passphrase manager can help manage complex passphrases without sacrificing
usability.

Part 2: Asymmetric Encryption

1. To use asymmetric encryption, we need to first create a key pair. You will be prompted to enter
your real name and an email address which identifies you. Then you need to enter a passphrase to

13



generate the public and private key pair for you. It will also sign the keys. The public key
information will be displayed as the output. You can use “-- genkey” option which uses RSA and
sets the key length as 3072 bits. You can also use “ -- full-generate-key” option to customize the
algorithm and the key length if you want.

[2739])@kali

Passphrase:

Please enter the passphrase to
protect your new key

Password: eeese

Confirm: asee

Cancel

Passphrase is kali.

k.

kali@kali: ~flab3

File Actions Edit View Help

Note: Use "gpg --full-generate-key" for a L1 featured key ge ation dialog.
GnuPG needs to construct a user ID to identify your key.

Real name: Michael

Email address: mg jbu.edu

You selected this USER-ID:
"Michael <mgnguyenabu.edu>"

a good idea to perform

mouse, utilize the
ne this giwve e random number

» chance to gai
lot of ) . It i1s a good idea to perform
(type on the keyboard, move the mouse, utilize the
& prime tion; this gives the random number
fain enough entropy.
trustdb cr

¢/openpgp-r
'/home/kali/.g enpgp-revocs.d/1D218FDCT4AL

I used gpg —gen-key to generate a key.
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2. After you generate the key pair, you can also use “-- list-keys” to display the public keys you
have.

complet eeded: 1 trust model: pgp
1 signed: g r : @8-, 8g, @n, @m, @f, 1u
check due at 282

g

= i iy By g o |
(o s R < R

(=]

[ultimate] Michas
rsa3@72 2024-07-19 [E]

3. You can export your public key to a file named xxx_public.key, and provide it to others.
(Substitute the “xxx@bu.edu” with your own email address. That is uid of your key. Substitute
“xxx” in the “xxx_public.key” with your own name.) Send your public key file to your instructor
as early as possible and submit your public key file on blackboard.

I-[~/1lab3]
mgnguyengbu. edu mgnguyen_public.key

Exporting the public key with mgnguyen@bu.edu email and uid as mgnguyen.

4. Import the instructor (or the facilitator’s) public key (the other file of Assignment 3) into your key
store. Then use “-- list-key” option to check if the imported key is there.

I-[~/1lab3]
I .

Jhome/kali/.gnupg/pubring.kbx
pub r g 24-07-19 [SC] [expires: 2027-87-19]

uid
sub

pub rsal@iy2 2e23-01-31
E7/BODFO@AZ FTEAABLAIABSTIDCSE C
See «<nseegbu.edu>

uid
sub

Importing metcs695 _lab3 asc.asc keys with gpg —import and listing the keys with —list-keys.

5. You can verify if the key is authentic by comparing the fingerprint generated with the provided
fingerprint. (substitute “instructoremail@bu.edu with real email of your instructor or facilitator)
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mailto:mgnguyen@bu.edu

77 BODF @eaAa2 JEBA B4A3 AB9T7 9DCS 6
[ unknown] Nicklos Sec
p1-31 [E]

This command verifies the public key encryption to see who it belongs to, which is Professor See.

6. Decrypt the encrypted message that the instructor (or the facilitator) sent to you. In the example
below, message.txt.asc is the encrypted message you got from the instructor.

I-[~/lab3]
message decrypted.txt i Wpt message.txt.asc
d with 3872-bit RSA v, ID CDB4Q746B66BBLEC, created 2024-87-19
1 <mgnguyendbu.edu>"

encrypt
"Micha

e
e

This command decrypts Professor See’s encrypted file!
open ~ A message_decrypted.txt P :

1 Congratulations, Michael! If you can read this message, you successfully
decrypted a file using your private key.
.
--Nicklos See

This is what’s inside of the file!

7. Compose a new message to reply to the received message using any text editor and save it into a
file, for example messagetoinstructor.txt, and then encrypt it and sign it. It will prompt you to
input your passphrase that you use to generate your keys. Submit the encrypted message to the
blackboard.

[ 10 eegbu.edu messagetoinstructor.txt
DFe@6DF94430D3F2: ere i urance this key belongs to the named user

P1-31 Nicklos See < abu.edu>
BODF @@A2 7EBA B4 9DCS 67
635F CEEA D54A 74F1 7D8@ DFe@ 6DF9

It is NOT certain
in the user ID.
Yyou may answer

this key anwy

This command encrypts and sign the generated public key of gpg, but also the text file which was
messagetoinstructor.txt.asc.
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8. Use the “--encrypt” option to encrypt the bmp file in the first part and specify the receiver as
yourself, and then decrypt it to see if you can get the same bmp file.

I-[~/lab3

ig armor - ' mgng @bu.edu pic_original.bmp

Overwrite? (y/N) vy

This command encrypts the pic_original.bmp file. Also, it does not have the same file. Below is the
information.

pic_original.bmp.as

L

~f1lab3
pic_original_dec.bmp — wpt pic_original.bmp.asc
encrypted with 3872-bit RSA key, ID CDB4Q746B668B8B4EC, created 2024-87-19
"Michael <mgr
Signature made !

)]
L=
(151

Good signature

A< <R
L=l =
=i =R

pic_original_dec.bm
P

Yes, the file remains the same!
9. Now use “--compress-algo=none” to disable compression in the encryption.
~/lab3

pic_enc_nocompress.asc
fbu.edu pic_original.bmp
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Using the command to disable compression in encryption file.
Questions:

1. Check the manual of the gpg command using either the man command or “--help” option and
explain the following options: a. --encrypt b. --decrypt c. --sign d. --armor e. --output f. -r

To check the manual of the gpg command, you can use either man gpg or gpg --help. Here are the
explanations for the specified options:

a. --encrypt: This option encrypts data to the specified recipients. It uses the recipient's public key to
encrypt the data.

b. --decrypt: This option decrypts data. It uses the recipient's private key to decrypt the data that was
encrypted with the corresponding public key.

c. --sign: This option signs the data with your private key. The signature can be used by others to verify
that the data came from you and has not been altered.

d. --armor: This option creates ASCII armored output, which is suitable for inclusion in text files and
emails. The output is base64 encoded and wrapped in a BEGIN/END block.

e. --output: This option specifies the output file. If this option is not used, the output will go to standard
output.

f. -r: This is a shorthand for --recipient. It specifies the recipient for whom the data is being encrypted.

2. Gpg uses a hybrid approach to encrypt the message, which uses the public key to encrypt a
session key and use the session key to encrypt the message. Explain this in more detail about how
the message you want to send to the instructor is encrypted and signed as well as the decryption
process. You can read the opengpg standard https://tools.ietf.org/html/rfc4880, particularly
Section 2.

GPG uses a hybrid encryption approach. Here’s a detailed explanation of how a message is encrypted and
signed, as well as how it is decrypted:

Encryption and Signing:

o Create a session key: A random session key (symmetric key) is generated.

e Encrypt the message: The actual message is encrypted using this session key with a symmetric
encryption algorithm.

e Encrypt the session key: The session key is then encrypted using the recipient's public key with
an asymmetric encryption algorithm.

o Sign the message: The sender's private key is used to create a digital signature of the message.
This ensures the message integrity and authenticity.

o Combine the encrypted session key and the encrypted message: Both the encrypted session key
and the encrypted message (along with the signature) are combined into a single encrypted
package.
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3. Compare the size of the original text message and encrypted & signed message, and state your
findings and reasoning.

When you encrypt and sign a text message, the size of the message generally increases due to the
following reasons:

e Encryption Overhead: The encrypted message includes metadata, such as headers and the
encrypted session key, which adds to the size.
o Signature Data: The digital signature appended to the message increases its size.

The encrypted and signed message is significantly larger due to the added headers, encryption, and
signature data.

4. Compare the file size of the original bmp file and encrypted bmp file with and without
compression respectively, state your findings and reasoning.

BMP files are uncompressed bitmap images, so when they are encrypted with GPG, the file size typically
increases due to encryption overhead. However, GPG can compress data before encryption, which might
reduce the file size.

Without Compression:
e Original BMP File: 84.4 KiB (pic_original.bmp)
e Encrypted BMP File: 115.6 KiB (pic_enc_nocompression.asc)
With Compression:
e Original BMP File: 84.4 KiB (pic_original.bmp) without compression
e Compressed & Encrypted BMP File: 1.6 KiB (pic_original.bmp.asc)
Findings:
e  Without Compression: The encrypted file is larger due to the encryption overhead.

¢ With Compression: The file size can be reduced if the data is compressible. However, some data
types (like already compressed files) may not show significant size reduction.
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