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History

1. Open the web browser in Kali, Click the three-lined Open menu icon and select “Settings” from
the menu that appears.
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2. Open the Browser Privacy settings by clicking the Privacy & Security link.
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3. Scroll down to the History section. The History section determines whether Firefox will retain
browsed pages, form contents, and other downloaded information.
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Scrolling to the history section of the browser and changing it to “Use custom settings for history”.

4. Change the History section to Use custom settings for history to see the available options. What
does “Always use private browsing mode” mean? Perform online research and answer Question
1.
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Changing to “Use custom settings for history”.

5. Place a check next to the “Clear history when Firefox closes” checkbox. This option prevents
someone else on the computer from gaining access to your browsing history after Firefox closes.
It may delete information you wish to retain, though. Try to visit some websites and close the
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firefox. Reopen the firefox again and see if the history is cleared. You can check browsing history
by clicking the three-lined Open menu icon and selecting “History” from the menu that appears.
Take some screenshots and state your findings.
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Exiting Firefox.
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It worked. “Clear history when Firefox closes” worked and cleared all the histories.

6. Firefox stores history, bookmarks and other information in the following locations:
/home//.mozilla/firefox/. The on our computer is called wc581fvu.default-esr. It may be a
different name on your computer, but still end with .default-esr. Make sure you replace the profile
folder accordingly in the commands below. The places.sqlite file under the profile folder contains
all your Firefox bookmarks and lists of all the files you've downloaded and websites you’ve
visited. You can find more information about how firefox stores user data at Profiles - Where
Firefox stores your bookmarks, passwords and other user data | Firefox Help (mozilla.org)



https://support.mozilla.org/en-US/kb/profiles-where-firefox-stores-user-data
https://support.mozilla.org/en-US/kb/profiles-where-firefox-stores-user-data
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File Actions Edit View Help
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Using list all (Is) command in kali linux terminal to find places.sqlite.

7. We can use a sqlite browser to open the places.sqlite file. To prevent any changes, let us first copy
the file into another location, such as ~/1ab5.

Make directory of lab5, copying files and placing places.sqlite in lab5 directory, and listing all lab5 files.

a. Install sqlitebrowser using “apt install” command if it is not installed (by default it should be).
Then open the sqlitebrowser by simply typing “sqlitebrowser” in the terminal.

Initializing sqlitebrowser with a terminal command.

b. On sqlitebrowser, click the menu item “File / Open Database ...” to open the places.sqlite in the
~/1ab5.
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Opening places.sqlite in the ~/lab5.

c. Click on “Browser Data” and choose the “moz_places” table, you can see URLs visited. You can
verify if that is correct, and consistent to the history displayed through GUI.
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It doesn’t seem correct; I haven’t visited these pages before. However, Kali Linux information are
preloaded, so therefore, it might be already there.



8. Click the “Settings... ““ button on Firefox that became enabled with your previous selection in
Step 5. The options that appear allow you to further specify what is cleared when Firefox closes.
You can find out which items are automatically clearly and which are NOT automatically clearly
under this configuration.

Settings for Clearing History X

When closed, Firefox should automatically clear all

History
Browsing & download history Cookies
Active logins Cache

Eorm & search history

Data

Site settings COffline website data

Settings under Firefox and which history are being chosen to be cleared.
Tracker and Cookies

9. Close the “Settings for Clearing History” box and scroll up to the “Enhanced Tracking
Protection” section. Here, you may choose to block some invisible content such as cookies that
tracks the sites you visit and profiles you. You can find more information from the “Learn more”
link and the following link: https://blog.mozilla.org/firefox/what-is-a-web-tracker/. Perform some
online research and answer Question 2.
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[13] More from Mozilla
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https://blog.mozilla.org/firefox/what-is-a-web-tracker/

Scrolling up to the “Browser Privacy” in Privacy & Security.

10. To find out what cookies are used by the websites we visit, we can use the developer tool
provided in Firefox. Visit https://www.cnn.com. Click the three-lined Open menu icon and click
“More tools” from the menu that appears. Then select “Web Developer Tools” from the “More
tools” menu. The inspector window will appear at the bottom of the page. Choose the “Storage”
tab, and you will find what cookies are used by the website. Identify which are first party cookies
and which are third party cookies.
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Cnn.com is first party cookies, and al25375509.cdnoptimizely.com is third party cookies.

(Professor See, I was being nosy what “Undercover Mode” in Kali Linux does at kali.org website, so 1
turned it on, my screen might appear to be windows, however, it isn't.)

11. Now, open a private browsing window by clicking the three-lined Open menu icon and select
“New Private Window”. As we see in the previous setting, known trackers are blocked in the
private browsing. Visit https://www.cnn.com in this new private window. Then open the More
tools -> Web Developer Tools Window again to check cookies in the Storage tab. What are your
findings? Answer Question 3.a.
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Exploit-08
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Use your Google Account
Live Updates: Giobal stock markets plunge | Huricans Debby | Paris Ompics | 2024 campalgn | Trending: Noan Lyies to sign in to CNN

Markets are melting

etk () Sy Eduee

It does not contain any third-party cookies.

12. Now try to visit https://onlinecampus.bu.edu in both normal browsing window and private
window. Check the cookies used. Are there any differences? Log into the blackboard site with
your bu credentials and then check the cookies again. You should find a session cookie which is
usually used for session management. Click on it to find more details. Perform some online
research to understand different flags in the cookie such as HttpOnly, HostOnly, and Secure. Are
there any vulnerabilities associated with this session cookie? Answer Question 3.b and 3.c.
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Looks the same.

11



@ Oeomes-v x @oeskinghe x [couses  x + v

o
[ @ w8 =

€52 08 e

Ol i i @ i Tooss [ Kl D R N EsplodDR

Terms P
cumentcourses v | | Alleourses

+ ramepare | renis YR —

Fall 2024
2 2lallmetesss et
(5693 Forensics and Investigations (Fall 20241 o €593 E1 Digital and Investigations (Fall 2024) a
8 | Muiple ine dar MaareInfe 8 I M iie

I avashy (Fall 2024) 2 by (il 20241

[ [S - p— R P . - x|@ wede © Dawggs Hh Neows {3 SveCow B S

o

5]

It has different JSESSIONID: JSESSIONID:"7A72D3F74B1ADO1EB1E1EDSC9ACS88D19",

and JSESSIONID:"A6DDC845416EA9CBOACCEFBCBCDS1E86"

13. At the bottom of the “Enhanced Tracking Protection” section, you should find settings related to

Do Not Track. Answer Question 4.

[T Te—
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[ More from Mozilla
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Stronger protection, but may cause some sites or conlent to break.
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Send websites a "Da Not Track” signal that you don’t want to be tracked  Learn more
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) Exensions & Tremes © only when Firefox s set o block known wackers

@ Fietox Support
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By default its already in “Do Not Track™.
FIREFOX PRIVACY ADD-ONS

14. As you researched, cookies through online advertisements can be a source of privacy leaks and
potential malware on the Internet. Visit https://www.securityweek.com. Notice there are

advertisements scattered throughout the page — at the top and on the side. In the sample image, a

banner ad appears near the top of the page.
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Hacker Conversations: Chris Evans, Hacker and CISO , Hacker i d 1o NSA Operative
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R Hacker Conversations: Ron Reiter, and the Making of a Professional Hacker

“ Hacker Conversations: Kevin 0'Connor, From Childhood Hacker to NSA Operative

. Hacker Conversations: Stephanie ‘Snow’ Carruthers, Chief People Hacker at IBM X-Force Red
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to this VM. move the mouse pointer inside or press Ctrl+G.

1 did it in private and normal browser, both appears the same.

15. Another way to add privacy to Firefox is to use an add-on to prevent ads, and other potential
trackers, from displaying on our pages. One important strength of Firefox is its robust add-ons
and extensions repository. Click the three-lined Open menu icon and select Add-ons and themes

from the menu that appears.

@ © Profiles [ Breakin O courses 3 Cyberse 3 Settings & Add-or x4+ v - o x
&« C @ @ Firefox about:addons w & =
& Kali Linux  § Kali Tools Kali Docs X Kali Forums (¥ Kali NetHunter % Exploit-DB % Google Hacking DB (|} OffSec
Find more add-ons | Search addons.mozilla.org
{> Recommendations Personalize Your Firefox &
ﬁ Bxtensions Extensions and themes are like apps for your browser, and they let you protect passwords,

download videos, find deals, block annoying ads, change how your browser looks, and much more
These small software programs are often developed by a third party. Here’s a selection Firefox

a Themes
recommends for exceptional security, performance, and functionality.
9 Plugins
o
beats are fun Install Theme

by danz_danz floor

"_ Read A\nuci: A Text to Speech Voice Reader Add to Firefox
by LSD Software

£  Firefox Settings
Have web pages read aloud to you. 40+ languages supported

Add-ons Support
® o L 4. 8 4 4 Users: 152,638

Firefox add-ons window.

16. Click the Extensions item to gain access to Firefox add-ons and extensions. In the search dialog
box, search for the Adblocker Ultimate add-on, and press Enter. From the search results, locate

the Adblocker Ultimate entry and click on it.

13



B kesli-linus-2004 2-vnmare-sndbd - Vihiare Workstation

Fle gt v W Tes Wb | |- B0 L@ DOT® H Q-

5 Kl ncx-2024.3-viware..

@ O Profiles - Wi & Breaking N IO Courses 3 Cybersecur| @ setings £ Add-ons Mar. ¥ AdBlocker - X 4 v - o X
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Avallable on Firefox for Androld™
1,908,882 25,027
User Reviews 483t

AdBlocker Ultimate .

310

by AdAvoid ) 7

705

1
Completely remove ALL ads. Ne "acceptable” ads er whitelisted Add to Firefox

advertisers allowed. This free extensions also helps block trackers
and malware.

Rate your experience Screenshots

How are you enjoying AdBlocker Ultimate?

Block online
trackers

-

To direct input to this VM. move the mouse pointer inside of press CtikG.

Searching for “AdBlocker Ultimate” within extension.

17. Click the Add to Firefox button for the Adblocker Ultimate add-on. When prompted with a list of
permissions Adblocker Ultimate requires, be sure to click the Add button. Click on “Learn more”
to get more detailed information. Perform some online research to understand how adblocker

works and answer Question 5.

© Add AdBlocker Ultimate? This extension will have
permission to:

s Access your data for all websites
» Access browser tabs
« Access browser activity during navigation

Learn more

Cancel Add

Adding AdBlock Ultimate to extension.

18. Once installation finishes, a page will display, indicating Adblocker Ultimate has been installed.
AdBlocker Ultimate for Browsers is a completely free, open source and nonprofit project licensed
under GPLV3. It can block ads, malicious websites and online trackers with no exceptions. It is
available on all popular web browsers - Google Chrome, Mozilla Firefox, Opera and Microsoft

Edge.
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Hi! Thank You For Installing Our Adblocker!

As you are about to find out in a sec we have a single
goal, which we take pretty seriously - to take all ads
away from your browser.

Unlike other adblockers, we don't rely on any kind of
sponsorships from advertising networks or publishers to
allow their ads {via whitelists, acceptable ads or other
fancy names our competitors use).

We depend only on your contributions and support to Other §
pay our bills and keep doing what we do best. Even the
smallest contribution helps towards improving the

adblocker and developing for more devices Donate
Thanks again for choosing AdBlocker Ultimate. ' PayPal
Happy browsing!

The page after installation is executed.

19. Next, return to the previous ad-laden page at https://www.securityweek.com. and refresh it. It
should display without the banner ad. In this example, note the top advertisement no longer

T3 leali-limu- 2024.3-vmware..
@ 0 Profiles - Where Firefox - x [ Breaking News, Latest 1. % [l Courses % <8 Cybersecurity News, Insi X+ v - x
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Alin the Enterprise: Cutting.

Through the Hype and Assessing Security Bypass Vulnerability
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The introduction of Al can bring Automation Logix
Controllers

— Mozilla Firefox

Evolve Bank Shares Data

Yes, it blocked 6 ads with a total of 25, thus far.

Security

20. The Firefox browser also provides a number of configurable options related to communication
security. Return to the Firefox options and open the Privacy & Security panel link. Scroll down to
the Security section. A number of security-related options are available here. The “Block
dangerous and deceptive content” option alerts you when you are visiting a website that is known
to host malware or is a known phishing site.

15



e —
@ W Profles - Where Fire' X [ Breaking News, Lates % [[J Courses % § Cybersecuri ity News. | ¥ (3 Setiings % 4w g x
« C @ ‘@ Firsfox  aboutpreferencesésearchResuts 13 ® 8 =

KaliLinuix 49 Kali Tools [ Kali Docs £ Kali Forums (38 Kali NetHunter & Exploit DB % Google Hacking D8 )y OffSec
E = i o 0 L

block da [}
83 General Search Results
(@) Home Deceptive Content and Dangerous Software Protection
i Block dangerous and deceptive content Learn more
Q, search mE ! "

& Block dangerous downloads
&) Privacy & Security

1 Warm you about unwanted and ungommon software

& sync

[ more from mozilia

£1 Exensions & Themes

® Fretox suppon

Next Workspace

“Block dangerous and deceptive content” is already checked.

21. To test whether the dangerous and deceptive content protection is working, visit
https://www.itisatrap.org/firefox/its-an-attack.html. Provide a cropped screenshot showing the
attack warning that displayed when visiting the attack site. To test whether the phishing site
protection is working, visit https://www.itisatrap.org/firefox/its-a-trap.html. Take screenshots to
show the warning displayed when visiting these sites.

@ @ Profiles - W [ Breaking N O courses -3 Cybersecu @ Visiingth x  + v

« 5 C @ @ hiips

& Kali Linux 9 Kali Tools [ Kali Docs ¥ Kali Forums &Y Kali NetHunter & Exploit-DB % Google Hacking DB #|} OffSec

Visiting this website may harm your computer

vww.itisatrap.org/firefox/its-an-attack.html bid )

Firefox blocked this ause it might attempt to install malicious software that may steal or delete personal
information on your

m‘ See details

‘www.itisatrap.org has been reported as containing malicious software. You can ignore the risk and
go to this unsafe site

Learn more about Firefox's Phishing and Malware Protection at support.mozilla.org.

Yes, it worked.
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« c @ @ hup

& Kali Linux & Kali Tools [ Kali Docs ¥ Kali Forums &Y Kali NetHunter = Exploit-DB ® Google Hacking DB |y OffSec

Deceptive site ahead

ing something dangerous like installing software or
ds.

‘www.itisatrap.org has been reported as a deceptive site. You can report a detection problem or
ignore the risk and go to this unsafe site.

Learn more about deceptive sites and phishing at www.antiphishing.org. Learn more about Firefox's
Phishing and Malware Protection at support.mozilla.org.

Yes, it worked, along with this website as well.

22. One important security component with any web browser is its TLS support. Visit the Qualys SSL
Labs site at https://www.ssllabs.com/ssltest/viewMyClient.html to identify security protocol
support and potential vulnerabilities with the Firefox browser. Answer Question 6.

15 kal- b 2024.2-veware...
@ | OProfles-wn x M Breakngne x  EJ Courses % B Cybersecunt X @ Visngthis v x @ Deceptve s x [ QualysSSL % | 4 v - 0o
< ca Q 6 hupsildientiest ssllabs.com:8443/sshest/viewtyClient htmi 0w ® 8 =

¥ Kall Linux @ Kall Tools [ Kali Docs £ Kali Forums (¥ Kali NetHunter = Exploil-DB = Google Hacking DB 4} OffSec

Home  Projects  Qualys Free Trial  Contact

@ Qualys. ssi Labs

You are here: Home > Pisjects > SSU Cllnt Test

SSLITLS Capabilities of Your Browser Other User Agents »

) Gecka/20100101 Firofow/115.0

User Agent: Mozl

Protocol Support

Your user agent has good protocel support
agent supparts TLS s ch are mended i ve the moment

CVE-2020-0601 (CurveBall) Vulnerability

Your user agent is not vulnerable.
VE 0601 (Cur ainerabili
T w here. Vour user ag >t vulnerable if it fails to connec i

Logjam Vulnerability

Your user agent is not vulnerable.
F mation about the Logjam aliack, please o to weakdh.ofg,

Your user agent is not vulnerable.

I had not issues accessing the website. Below are some more screenshots.

17


https://www.ssllabs.com/ssltest/viewMyClient.html

TP —

@  Wprofies wox EEmakinghe < B Couses  x 8 Cyborsorut * @ Visiirghis - X @ Doceptive s x Bl QualssSLi x4 v - 0 x

« c @ O & rpstichentest ssbahs com s dsiest et b [5Id @ 4

R Kl NetHunler % Explod D % Goaghe Hacking DB # NS

Kl L 9 K T [ el Do 2 Kali For
Your user agent is not vulnerabe.
ot he FRE -

Protocol Features

Promszais

512

 SHATSS (121363) b

— 20

S

W sz oozt

1805 ARS8 (s e 20
55
FenHE Rsa Wi SRS B 5 =

New Werkspace

%+ v o

*  @Deceptive s [ Quays

@  Opofies-vi o« Eomakig e« B Cowses % Cyberssu x

e s ca oa 1 ssllabs com ! LR e s =

imee @ wad Tools [ K Docs. MKk Forums 23 Kall NesHunier % ExplcitOB.  Goagle Hacking DB 4 OfSec

ey s—

TLS compressian s
Session tckecs v
[EE— =

Sigeanes ugortes. e

Named Groups 218 gt s
[np—— .
Apphcaiton Lay roiecd Megedaion ¥

S5 2 ramshake sompaibiity

Mixed Content Handling

[ —
@  Oromies wox ewaknone = D Cowses B Cyborsowt X @WVistnatis % @Deoopivosi ¥ Bl QualsssL kb v -0
B ¢ oo - salabs.com hesthvie ol g o @ a8
Kl i @ o Toals [ Kol Dars 3% Kk Fomums 78K Netbunter  Expki-DB = Google Hacking DA 4 OfSec

Securo Reregotmian o

TS sompressian N

csP saping wr

SHATSEFCNSA SHAISAFCOSA SHASIITCNSA RSA_FS5_SHATSA RSA_ PSS SHTH

Signture sigoithes = RS, SHABARE, SHASLERSA, SHALECD:

Names Groupe RS, AL, SSpZAIL MPREDAS MPRAT
[rep— o
Applcaon Layer pretsesi agotisman Ves 12

S5L.2 handsihak compasiblty .

Mixed Content Handling

Mixad Content Tasts
Inages -
ass ™
S -
o g w
ek ™
Frame M
rre

Relaied Funetianaaty

™

[rese——

18



23. Return to the Firefox Options and open the Privacy & Security panel link. Scroll down to the
Security section. Below Certificates, the Query OCSP responder servers to confirm the current
validity of certificates checkbox should be selected by default. Perform online research and
answer Question 7.

reoidng 1 [ Courses B Cborccy @ Vising e @ Deocpie -+ Bl Quoys 85U @ Sctings X 4 o x
@ Flitox abourpreterencesiseachResus 3 ® @ =
¥ Kali Linux 8 Kali Tooks B Koli Docs DX Kali Forans 3% Kali NetHurler & Exploit08 & Google Hacking D8 4[} Offsec
aquen °
3 General -
@ vome .
Q, Search
B Privacy & Securty Dsmissead siggessions
Restare damezoy sugeEiors fom spensors and s wes,  Laam s
@ sme

hanqg areferences for search engine suppesions
&R More from Moz

Certificates

g 9 0P respondr senvrs o confim the curent vy of view Gertificatos...
sttt
Security Devices...

DNS over HTTPS

Doman Name Sysiem (DNS) aver HTTPS sends your request for & domain name through an

Manage Exceptions..,

e carra TINS 10 protEct your privacy.
elkablabSipiaces sqlee

Yes, “Query OCSP responder server to confirm the current validity of certificates” is already checked.

24. In the address bar, visit https://onlinecampus.bu.edu again. Log into the website if you didn’t.
Click on the information icon (the lock) in the address bar. You can find more information about
this website, such as connection, cookies, and permissions. Choose the “Connection secure” item
and see who verified the certificate in the next panel. Click the “More Information” button. Click
the “View Certificate” button to check the certificate details. Answer Question 8.

e Page Info — hitps:fonlinecampus.bu.edu/ultraicourse - [m] Es
Ji- ot e 1
.ﬁ = ts E
General Media Permissions Security

Website Identity

Website: onlinecampus.bu.edu
Owner: This website does not supply ownership information.
Verified by:  Amazon View Certificate

Privacy & History
Have | visited this website prior to today? No

Is this website storing information on my  Yes, cookies and 1.5 MB of

Clear Cookies and Site Data
computer? site data

Have | saved any passwords for this

. No View Saved Passwords
website?

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It
is therefore unlikely that anyone read this page as it traveled across the network.

Help

It looks like amazon verify the certificate. Below are more information regarding that.
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25. Now try to access https://untrusted-root.badssl.com. You will receive an error message from your
browser, indicating the connection is not secure. Answer Question 9.

% & Wamng Potertial Scon % Bl Qualys SSLLsbs  Proic X - L

- c o B NotSeeure ropsunvusied-rocs basslcom o -

& kalimie @ ol Toots [ kali oz £ ek Forems R wall NetHinter % Expial DA % Gaval Hacking 05 ) Offses

Warning: Potential Security Risk Ahead

Firefox detecled & petertial secuily Uieal and did nol conlinue 1o untrustod-root badssl.com. If you
visit this silo, aftackors could try to steal infarmation ke your passwords, omalls, er crodi card dotalls

what can you do about t?

Fhe s = st kel wih (e websie, an these s nothing you i do o resolve i

1 you a0 on 2 5 software, you car =
ou can also netfy the welbsie’s adminisirator about the probiar.
Leam ware.
[ — Advanced...
somecne cou he sne and yau

« ey via cartfcats: 3 oot bacss.com becaus:
Suer 15 LkAAN. e Certicale i Se7-SQned. of he Servel 1S 10l sendng Me correct
feases.

Correct, the website has certification issues from badssl.com. Below is more information.
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Certificate

*badssl.com

Subject Name

Country
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BadSSL Untusted Root Certificate Authority
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San Franciseo
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Certification issue at badssl.com

Questions

1. Perform online research to identify what kind of browsing history information is saved when the
“Always use private browsing mode” checkbox is selected? Be sure to cite your source(s) of
information.

When the "Always use private browsing mode" checkbox is selected, Firefox will not save browsing
history, search history, download history, web form history, cookies, or temporary internet files. It
essentially acts as if every browsing session is a private browsing session, meaning no trace of your
activity is left on your computer after the session ends.

2. Perform online research and answer the following questions. Be sure to cite your source(s) of
information.
a. What are web trackers?

Web trackers are scripts or technologies used by websites to collect data about a user's online behavior.
This data can include information about the user's browsing habits, preferences, and interactions with
websites. Web trackers are often used for analytics, advertising, and personalized content delivery.

b. Provide a definition for the term first-party cookie.

A first-party cookie is a cookie that is set by the website that the user is currently visiting. These cookies
are typically used to remember user preferences and keep users logged in as they navigate the site.

c. Provide a definition for the term third-party cookie.

A third-party cookie is a cookie that is set by a domain other than the one the user is currently visiting.
These cookies are commonly used by advertisers and social media platforms to track users across
different websites for targeted advertising and analytics.

d. What kind of privacy risk could third-party cookies possibly represent?
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Third-party cookies can pose privacy risks because they allow third parties to track a user's browsing
behavior across multiple websites. This tracking can lead to the creation of detailed user profiles without
the user's consent, which can then be used for targeted advertising and potentially be shared or sold to
other entities.

3. Perform online research and answer the following questions. Be sure to cite your source(s) of
information.

a. What are your findings regarding cookies when visiting https://www.cnn.com in the normal
browsing window and in the private browsing window.

When visiting CNN.com in a normal browsing window, both first-party and third-party cookies are
present. In a private browsing window, third-party cookies are generally blocked, so you should primarily
see first-party cookies.

b. What are your findings when visiting https://onlinecampus.bu.edu in the normal browsing
window and in the private browsing window.

When visiting onlinecampus.bu.edu in both normal and private browsing windows, session cookies such
as JSESSIONID are used for session management. There might be slight differences in the cookies
depending on the login state and whether the site uses persistent cookies for other functionalities.

c. What is a session cookie? What are the purpose of the following flags: HttpOnly, HostOnly,
secure. Are there any vulnerabilities related to the session cookie used by
https://onlinecampus.bu.edu?

A session cookie is a temporary cookie that is erased when the user closes their browser. These cookies
are used to maintain a session state across different pages of a website.

o HttpOnly: This flag ensures that the cookie cannot be accessed via JavaScript, providing
protection against cross-site scripting (XSS) attacks.

e HostOnly: This flag specifies that the cookie should only be sent to the specific domain that set
the cookie, not to subdomains.

e Secure: This flag ensures that the cookie is only sent over secure HTTPS connections, protecting
it from being intercepted by attackers.

4. Perform online research to determine what the “Do Not Track” setting does and whether websites
are required to honor it. Be sure to cite your source(s) of information.

The "Do Not Track" setting is a browser option that sends a signal to websites indicating that the user
does not want their browsing behavior tracked. However, honoring this request is voluntary, and many
websites may choose to ignore it.

5. Perform online research and answer the following questions. Be sure to cite your source(s) of
information.
a. Briefly describe how the adblocker works? Why does it require those permissions?

An adblocker works by blocking requests to ad servers, hiding ad elements on web pages, and preventing
tracking scripts from running. It requires permissions to access and modify web content, as well as to
intercept network requests in order to block ads and trackers effectively.
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b. Are all extensions safe? Are there any potential security risks and why? Which SSL and TLS
protocol versions are supported by your browser?

Not all extensions are safe. Some extensions can pose security risks if they are poorly coded or if they
request excessive permissions. Malicious extensions can inject unwanted content, track browsing activity,
or compromise personal data.

6. Based on the result from ssllabs.com, answer the following questions:
a. Which SSL and TLS protocol versions are supported by your browser?

From the ssllabs.com test, you can determine the specific versions of SSL and TLS that your browser
supports. Modern browsers typically support TLS 1.2 and 1.3, while older protocols like SSL 2.0 and SSL
3.0 are usually disabled due to security vulnerabilities.

b. Which cipher suite is preferred by your browser? Describe each of the components in your
preferred cipher suite. Each component should be separated by an underscore character. So,
explain what each item between the underscores means. Be sure to cite your source(s) of
information.

The preferred cipher suite is determined by the server and the browser during the TLS handshake. Each
component of the cipher suite (e.g., TLS ECDHE RSA WITH AES 256 GCM_SHA384) represents
the key exchange method, authentication, encryption algorithm, and hashing algorithm used.

c. Several vulnerabilities are checked against your browser. Is your browser vulnerable to any of
them? Choose one vulnerability and perform online research. Briefly explain that vulnerability.

Your browser may be checked for various known vulnerabilities like POODLE (SSL 3.0), BEAST (SSL),
Heartbleed (OpenSSL), and zero-day (software or hardware). If your browser is vulnerable to any of
these, you should update to the latest version to mitigate these risks.

7. Perform online research to identify what OCSP is and what problem it is trying to solve. Be sure
to cite your source(s) of information.

The Online Certificate Status Protocol (OCSP) is used to check the revocation status of digital
certificates. It solves the problem of identifying whether a certificate has been revoked by its issuer before
it expires, enhancing the security of SSL/TLS connections.

8. Based on the information provided by the certificate, describe how the
“https://onlinecampus.bu.edu ” certificate is verified in detail. What are potential vulnerabilities
associated with certificates?

The certificate for onlinecampus.bu.edu is verified by a trusted certificate authority (CA), such as
Amazon. The verification process involves checking the certificate's validity period, the CA's signature,
and the certificate chain.

Potential vulnerabilities:

Potential vulnerabilities with certificates include misissued certificates, compromised CAs, and man-in-
the-middle attacks. Ensuring certificates are properly managed and validated is crucial for maintaining
secure communications.
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9. Perform online research and answer the following questions. Be sure to cite your source(s) of
information.

a. How did your browser conclude the connection to https://untrusted-root.badssl.com was not
secure? What processes did it undertake to definitively state there is a security problem with the
connection?

The browser concluded that the connection to untrusted-root.badssl.com was not secure because the
certificate presented by the site was not signed by a trusted CA. The browser performs checks on the
certificate chain and its validity to determine if it is trustworthy.

b. What do you need to do to permanently prevent that error message from displaying in your own
browser? What do the website maintainers need to do in order to prevent this message from
displaying for all visitors’ browsers?

To permanently prevent the error message, you can manually add the site's certificate to your browser's
trusted store (not recommended for general users due to security risks). Website maintainers should obtain
a valid certificate from a trusted CA to prevent this message from displaying.
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